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Purpose of this book

This book describes the NetBSD Operating System interals main idea behind it is to provide solid
documentation for contributors that wish to develop extamsfor NetBSD or want to improve its
existing code. Ideally, there should be no need to revengaeer the system’s code in order to
understand how something works.

A lot of work is still required to finish this book: some chaystare not finished and some are not even
started. Those parts that are planned but which are stitlipgrio do are already part of the book but are
clearly marked as incomplete by usingoéx marker.

This book is currently maintained by the NetBSD www teamw{g@\et BSD. or g>). Corrections,
suggestions and extensions should be sent to that address.

viii



Chapter 1
Memory management

XXX: This chapter is extremely incomplete. It currently ¢aims supporting documentation for
Chapter 2out nothing else.

1.1 The UVM virtual memory manager

UVM is the NetBSD's virtual memory manager.

1.1.1 UVM objects

An UVM object — or also known asobj— is a contiguous region of virtual memory backed by a
specific system facility. This can be a file (vnode), XXX Whise®.

In order to understand what "to be backed by" means, heresigi@w of some basic concepts of virtual
memory management. In a system with virtual memory supfieatsystem can manage an address space
bigger than the physical amount of memory available to ie @tldress space is broken into chunks of
fixed size, namelpagesas is the physical memory, which is divided iqtage frames

When the system needs to access a memory address, it carfiaiiitbe page it belongs to (page hit) or
not (page fault). In the former case, the page is alreadgdtormain memory so its data can be directly
accessed. In the latter case, the page is not present in neairomn.

When a page fault occurs, the processor’'s memory managemiiiMU) signals the kernel through
an exception and asks it to handle the fault: this can eigirltin a resolved page fault or in an error.
Assuming that all memory accesses are correct (and heneeatesno errors), the kernel needs to bring
the requested page into memory. But where is the requeste®pait in the swap space? In a file?
Should it be filled with zeros?

Here is where the backing mechanism enters the game. A lzpokjact defines where the pages should
be read from and where shall them be stored after modificgtibany. Talking about implementation,
reading a page from the backing object is preformed by a getpfunction while writing to it is done by
a putpages one.

Example: consider a 32-bit address space, a page size ob4@&6and an uobj of 40960 bytes (10
pages) starting at the virtual address 0x00010000; thigsumdcking object is a vnode that represents a
text file in your file system. Assume that the file has not bead &g all yet, so none of its pages are in
main memory. Now, the user requests a read from offset 5000véh a length of 4000. This offset falls
into the uobj's second page and the ending address (900Djrfad the third page. The kernel converts
these logical offsets into memory addresses (0x00011388@00012328) and reads all the data
contained in between. So what happens? The MMU causes tveofgalgs and the vnode’s getpages
method is called for each of them, which then reads the pagesthe corresponding file, puts them into
main memory and returns control to the caller. At this pdim, read has been served.
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Similarly, pages can be modified in memory after they have xeeught to it; at some point, these
changes will need to be flushed to the backing store, whichdrapwith the backing object’s putpages
operation. There are multiple reasons for the flush, inclgithe need to reclaim the least recently used
page frame from main memory, explicitly synchronizing tledpwith its backing store (think about
synchronizing a file system), closing a file, etc.

1.2 Managing wired memory

The malloc(9) and free(9) functions provided by the NetB&nlel are very similar to their userland
counterparts. They are used to allocate and release wiratbmerespectively.

1.2.1 Malloc types

Malloc types are used to group different allocation blocks logical clusters so that the kernel can
manage them in a more efficient manner.

A malloc type can be defined in a static or dynamic fashione$ygre defined statically when they are
embedded in a piece of code that is linked together the keun@ig build time; if they are part of a
standalone module, they are defined dynamically.

For static declarations, the MALLOC_DEFINE(9) macro isygded, which is then used somewhere in
the global scope of a source file. It has the following sigreatu

MALLOC DEFI NE(struct nall oc_type *type, const char *short_desc, const char
*| ong_desc);

The first parameter takes the name of the malloc type to beatkfito not let the type shown above
confuse you, because it is an internal detail you ought notkiValloc types are often named in
uppercase, prefixed by . Some examples includé TEMP for temporary datayl SOFTI NTR for
soft-interrupt structures, etc.

The second and third parameters are a character stringlilagdhe type; the former is a short
description while the later provides a longer one.

For a dynamic declaration, you must first define the type die stéthin the source file. Later on, the
malloc_type_attach(9) and malloc_type detach(9) fonstare used to notify the kernel about the
presence or removal of the type; this is usually done in théutes initialization and finalization
routines, respectively.



Chapter 2
File system internals

This chapter describes in great detail the concepts behésyfStem development under NetBSD. It
presents some code examples under the name of egfs, atgfil®system that stands fexample file
system

Throughout this chapter, the wofitk is used to refer tany kind of filethat may exist in a file system;
this includes directories, regular files, symbolic linksesial devices and named pipes. If there is a need
to mention a file that stores data, the temsgular filewill be used explicitly.

Understanding a complex subsystem as the virtual file sy§#i8) can be difficult. The chapter starts
giving an overview on both the vnod8dction 2.} and the VFS $ection 2.2 layers as well as on the
existing file systems; they should be read in this order. &ieee sections ought to provide a general
outline on the whole subsystem, making the reader able tbaed understand existing code, should he
need to.

Later on, it describes all other details related to file aysténplementation and continues to extend the
explanations given in the layers’ overview (but please tiw¢ the information is not duplicated, so a
read of the overview sections is "a must"). These sectionshmaead in any order, as they are highly
hyperlinked to ease navigation and structured, more oy &ssa reference guide.

At the very end there is a section that summarizes, baseddy-te-copy-and-paste code examples,
how to write a file system driver from scratch. Note that tleisteon does not contain explanations per se
but only links to the appropriate sections where each psidescribed.

2.1 vnode layer overview

A vnode is an abstract representation of an active file witthénNetBSD kernel; it provides a generic
way to operate on the real file it represents regardless diléhgystem it lives on. Thanks to this
abstraction layer, all kernel subsystems only deal withdeso It is important to note that there is a
unigue vnode for each active file

A vnode is described by the struct vnode structure; its defimcan be found in the
src/ sys/ sys/ vnode. h file and information about its fields is available in the vn@enanual page.
The following analyzes the most important ideas relatetiisdtructure.

As the rule says, abstract representations must be sgecidefore they can be instantiated. vnodes are
not an exception: each file system extends both the statidymaimic parts of an vnode as follows:

- The static part — the data fields that represent the objectextended by attaching a custom data
structure to an vnode instance during its creation. Thisreedhrough the_dat a field as described
in Section 2.1.1
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« The dynamic part — the operations applicable to the object-extended by attaching a vnode
operations vector to a vnode instance during its creatibis i§ done through the _op field as
described irSection 2.1.3

2.1.1 The vnode data field

Thev_dat a field in the struct vnode type is a pointer to an external datectire used to represent a file
within a concrete file system. This field must be initializégrallocating a new vnode and must be set
to NULL before releasing it (se®ection 2.7.1

This external data structure contains any additional mftfon to describe a specific file inside a file
system. In an on-disk file system, this might include thediiritial cluster, its creation time, its size, etc.
As an example, the NetBSD’s Fast File System (FFS) uses tberenmemory representation of an
inode as the vnode’s data field.

2.1.2 vnode operations

A vnode operation is implemented by a function that follohe tollowing contract: return an integer
describing the operation’s exit status and take a singlé ¥parameter that carries a structure with the
real operation’s arguments.

Using an external structure to describe the operationisraemts instead of using a regular argument list
has a reason: some file systems extend the vnode with addjtirmn-standard operations; having a
common prototype makes this possible.

The following table summarizes the standard vnode opersitigeep in mind, though, that each file
system is free to extend this set as it wishes. Also note ligabperation’s name is shown in the table as
the macro used to call it (s&ection 2.1.1%

Table 2-1. vnode operations summary

Operation Description See also

VOP_LOOKUP Performs a path name lookup. | SeeSection 2.9

VOP_CREATE Creates a new file. SeeSection 2.10.1

VOP_IMKNCD Creates a new special file (a | SeeSection 2.13
device or a named pipe).

VOP_LI NK Creates a new hard link for a file SeeSection 2.10.2

VOP_RENANVE Renames a file. SeeSection 2.10.4

VOP_REMOVE Removes a file. SeeSection 2.10.3

VOP_OPEN Opens afile.

VOP_CLOSE Closes afile.

VOP_ACCESS Checks access permissions on|&eeSection 2.10.8
file.

VOP_GETATTR Gets afile’s attributes. SeeSection 2.10.6.1

VOP_SETATTR Sets a file’s attributes. SeeSection 2.10.6.2
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Operation Description See also
VOP_READ Reads a chunk of data from a | SeeSection 2.10.5.4
file.
VOP_WRI TE Writes a chunk of data to a file.| SeeSection 2.10.5.4
VOP_| OCTL Performs an ioctl(2) on afile.
VOP_FCNTL Performs a fcntl(2) on a file.
VOP_POLL Performs a poll(2) on a file.
VOP_KQFI LTER XXX
VOP_REVOKE Revoke access to a vnode and jall
aliases.
VOP_MVAP Maps a file on a memory region.SeeSection 2.10.5.3
VOP_FSYNC Synchronizes the file with
on-disk contents.
VOP_SEEK Test and inform file system of
seek
VOP_MKDI R Creates a new directory. SeeSection 2.12.1
VOP_RMDI R Removes a directory. SeeSection 2.12.2
VOP_READDI R Reads directory entries from a | SeeSection 2.12.3
directory.
VOP_SYMLI NK Creates a new symbolic link for|&eeSection 2.11.1

file.

VOP_READLI NK

Reads the contents of a symbo
link.

iBeeSection 2.11.2

VOP_TRUNCATE

Truncates a file.

SeeSection 2.10.6.2

VOP_UPDATE Updates a file's times. SeeSection 2.10.7
VOP_ABORTOP Aborts an in-progress operation.

VOP_I NACTI VE Marks the vnode as inactive. | SeeSection 2.7.1
VOP_RECLAI M Reclaims the vnode. SeeSection 2.7.1
VOP_LOCK Locks the vnode. SeeSection 2.7.5
VOP_UNLOCK Unlocks the vnode. SeeSection 2.7.5

VOP_| SLOCKED

Checks whether the vnode is
locked or not.

SeeSection 2.7.5

VOP_BMAP

Maps a logical block number to
physical block number.

&eeSection 2.10.5.5

VOP_STRATEGY

Performs a file transfer betwee
the file system'’s backing store
and memory.

nSeeSection 2.10.5.5

VOP_PATHCONF Returns pathconf(2) information.
VOP_ADVLOCK XXX
VOP_BWRI TE Writes a system buffer.
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Operation Description See also

VOP_GETPAGES Reads memory pages from the| SeeSection 2.10.5.2
file.

VOP_PUTPAGES Writes memory pages to the file SeeSection 2.10.5.2

2.1.3 The vnode operations vector

Thev_op field in the struct vnode type is a pointer to the vnode openatvector, which maps logical
operations to real functions (as seersiection 2.1.2 This vector is file system specific as the actions
taken by each operation depend heavily on the file systementherfile resides (consider reading a file,
setting its attributes, etc.).

As an example, consider the following snippet; it definesofbeen operation and retrieves two
parameters from its arguments structure:

int

egf s_open(void *v)

{
struct vnode *vp = ((struct vop_open_args *)Vv)->a_vp;
int nmode = ((struct vop_open_args *)V)->a_nopde

}

The whole set of vnode operations defined by the file systemidedito a vector of struct
vnodeopv_entry_desc-type entries, with each entry bé&iaegléscription of a single operation. The
purpose of this vector is to define a mapping from logical apens such agop_open orvop_r ead to
real functions such asgf s_open, egf s_r ead. It is not directly used by the systamder normal
operation. This vector is not tied to a specific layout: ityolidts operations available in the file system it
describes, in any order it wishes. It can even list non-gtesh(hnd unknown) operations as well as lack
some of the most basic ones. (The reason is, again, extigdilithird parties.)

There are two minor restrictions, though:

- The first item always points to an operation used in case aen@tent one is called. For example, if
the file system does not implement th&p_bmap operation but some code calls it, the call will be
redirected to this default-catch function. As such, it ienfused to provide a generic error routine but
it is also useful in different scenarios. E.g., layered fijlstams use it to pass the call down the stack.

It is important to note that there are two standard errorinestavailable that implement this
functionality:vn_def aul t _error andgenfs_eopnot supp. The latter correctly cleans up vhode
references and locks while the former is the traditionatecase one. New code should only use the
former.

« The last item always is a pair of null pointers.
Consider the following vector as an example:
const struct vnodeopv_entry_desc egfs_vnodeop_entries[] = {

{ vop_default_desc, vn_default_error },
{ vop_open_desc, egfs_open },
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{ vop_read_desc, egfs_read },
nore operations here ...
{ NULL, NULL }
b

As stated above, this vector is not directly used by the aysitefact, it only serves to construct a
secondary vector that follows strict ordering rules. Tieisadary vector is automatically generated by
the kernel during file system initialization, so the codeyaméeds to instruct it to do the conversion.

This secondary vector is defined as a pointer to an array atifumpointers of type int (**vops)(void *).
To tell the kernel where this vector is, a mapping betweerwloevectors is established through a third
vector of struct vnodeopv_desc-type items. This is easiantlerstand with an example:

int (x+xegfs_vnodeop_p)(void *);
const struct vnodeopv_desc egfs_vnodeop_opv_desc =
{ &egfs_vnodeop_p, egfs_vnodeop_entries };

Out of the file-system’s scope, users of the vnode layer wily deal with theegf s_vnodeop_p and
egf s_vnodeop_opv_desc vectors.

2.1.4 Executing vnode operations

All vnode operations are subject to a very strict lockingtpcol among several other call and return
contracts. Furthermore, their prototype makes their edlfiar complex (remember that they receive a
structure with the real arguments). These are some of tisemsavhy they cannot be called directly
(with a few exceptions that will not be discussed here).

The NetBSD kernel provides a set of macros and functionstiaée the execution of vnode operations
trivial; please note that they are the standard call proeedihese macros are named after the operation
they refer to, all in uppercase, prefixed by @ _string. Then, they take the list of arguments that will
be passed to them.

For example, consider the following implementation for éiteess operation:

int
egf s_access(voi d *v)
{
struct vnode x*vp = ((struct vop_access_args *)Vv)->a_vp;
int node = ((struct vop_access_args *)v)->a_node;
struct ucred *cred = ((struct vop_access_args *)v)->a_cred;
struct proc *p = ((struct vop_access_args *)V)->a_p;
}

A call to the previous method could look like this:
result = VOP_ACCESS(vp, node, cred, p);

For more information, see the vnodeops(9) manual page jwd@scribes all the mappings between
vnode operations and their corresponding macros.
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The kernel's Virtual File System (VFS) subsystem provideseas to all available file systems in an
abstract fashion, just as vnodes do with active files. Eaelsyistem is described by a list of well-defined
operations that can be applied to it together with a datzistre that keeps its status.

2.2.1 The mount structure

File systems are attached to the virtual directory tree bgma®f mount points. A mount pointis a
redirection from a specific directorto a different file system’s root directory and is represegthe

generic struct mount type, which is definedsinc/ sys/ sys/ nount . h.

A file system extends the static part of a struct mount objgetttaching a custom data structure to its
mmt _dat a field. As with vnodes, this happens when allocating the siinec

The kind of information that a file system stores in its mounicure heavily depends on its
implementation. Generally, it will typically include a puer (either physical or logical) to the file
system’s root node, used as the starting point for furtheesses. It may also include several accounting
variables as well as other information whose context is thele/file system attached to a mount point.

2.2.2 VFS operations

A file system driver exposes a well-known interface to thenkéby means of a set of public operations.
The following table summarizes them all; note that they aréesl according to the order that they take
in the VFS operations vector (s&ection 2.2.3

Table 2-2. VFS operations summary

of the file system.

Operation Description Considerations See also
fs_nount Mounts a new instance| Must be defined. SeeSection 2.5
of the file system.
fs_start Makes the file system | Must be defined.
operational.
fs_unnmount Unmounts an instance | Must be defined. SeeSection 2.5

fs_root

Gets the file system rog
vnode.

tMust be defined.

SeeSection 2.8

fs_quotactl

Queries or modifies
space quotas.

Must be defined.

fs_statvfs Gets file system Must be defined. SeeSection 2.6
statistics.

fs_sync Flushes file system Must be defined.
buffers.

fs_vget Gets a vnode from a file Must be defined. SeeSection 2.7.3
identifier.

fs_fhtovp Converts a NFS file Must be defined. SeeSection 2.14

handle to a vnode.
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driver.

Operation Description Considerations See also

fs_vptofh Converts avnode to a | Must be defined. SeeSection 2.14
NFS file handle.

fs init Initializes the file Must be defined. SeeSection 2.4
system driver.

fs_reinit Reinitializes the file May be undefined (i.e.,| SeeSection 2.4
system driver. null).

fs_done Finalizes the file systemMust be defined. SeeSection 2.4

fs_nountroot

Mounts an instance of
the file system as the
root file system.

May be undefined (i.e.,
null).

fs_extattrctl

Controls extended
attributes.

The generic

vfs stdextattrctl
function is provided as
simple hook for file
systems that do not
support this operation.

The list of VFS operations may eventually change. When thppkns, the kernel version number is

bumped.

2.2.3 The VFS operations structure

Regardless of mount points, a file system provides a strgopé structure as defined in
src/ sys/ sys/ nount . h that describes itself type is. Basically, it contains:

- A public identifier, usually named after the file system’s mesuffixed by thé s string. As this
identifier is used in multiple places — and specially bothenriel space and in userland —, it is
typically defined as a macro by ¢/ sys/ sys/ mount . h. For example#def i ne MOUNT_EGFS

"egfs".

- A set of function pointers to file system operations. As ogolds vnode operations, VFS ones have
different prototypes because the set of possible VFS dpesais well known and cannot be extended

by third party file systems. Please s&ection 2.2.2or more details on the exact contents of this

vector.

- A pointer to a null-terminated vector of struct vnodeopwsateconst items. These objects are listed
here because, as statedSaction 2.1.3the system uses them to construct the real vnode operations

vectors upon file system startup.

It is interesting to note that this field may contain more thae pointer. Some file systems may
provide more than a single set of vnode operations; e.g ¢@~vtr the normal operations, another

one for operations related to named pipes and another olpévations that act on special devices.
See the FFS code for an example of this &edtion 2.13or details on these special vectors.

Consider the following code snipped that illustrates thevjmus items:

const struct vnodeopv_desc * const egfs_vnodeopv_descs[] =

{
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&egf s_vnodeop_opv_desc,
nore pointers may appear here ...
NULL

}s

struct vfsops egfs_vfsops = {
MOUNT_EGFS,
egf s_nount,
egfs_start,
egfs_unnount,
egfs_root,
egfs_quot act |,
egfs_statvfs,
egfs_sync,
egfs_vget,
egfs_fhtovp,
egfs_vptofh,

egfs_init,
NULL, /+ fs_reinit: optional =/
egf s_done,

NULL, /* fs_nopuntroot: optional =/
vfs stdextattrctl,
egf s_vnodeopv_descs

}s

The kernel needs to know where each instance of this streiiglocated in order to keep track of the live
file systems. For file systems built inside the kernel's ctireyFS_ATTACH macro adds the given VFS
operations structure to the appropriate link set. See GRUritb manual for more details on this feature.

VFS_ATTACH( egf s_vf sops) ;

Standalone file system modules need not do this becausertin el explicitly get a pointer to the
information structure after the module is loaded.

2.3 File systems overview

2.3.1 On-disk file systems

On-disk file systems are those that store their contents dysiqal drive.

- Fast File System (ffs): XXX

« Log-structured File System (Ifs): XXX
- Extended 2 File System (ext2fs): XXX
« FAT (msdosfs): XXX

« 1SO 9660 (cd9660): XXX

« NTFS (ntfs): XXX

10



Chapter 2 File system internals

2.3.2 Network file systems

- Network File System (nfs): XXX
« Coda (codafs): XXX

2.3.3 Synthetic file systems

« Memory File System (mfs): XXX

- Kernel File System (kernfs): XXX

- Portal File System (portalfs): XXX

« Pseudo-terminal File System (ptyfs): XXX
- Temporary File System (tmpfs): XXX

2.3.4 Layered file systems

« Null File System (nullfs): XXX
« Union File System (unionfs): XXX
« User-map File System (umapfs): XXX

2.3.5 Helper file systems

Helper file systems are just a set of functions used to easjiyement other file systems. As such, they
can be considered as libraries. These are:

- fifofs: Implements all operations used to deal with name@®ip a file system.

genfs: Implements generic operations shared across teuitgpsystems.
- layerfs: Implements generic operations shared acrossddy#e systems (se®ection 2.3.%

- specfs: Implements all operations used to deal with spélgalin a file system.

2.4 Initialization and cleanup

Drivers often have an initialization routine and a finaliaatone, called when the driver becomes active
(e.g., at system startup) or inactive (e.g., unloading itslufe) respectively. File systems are subject to
these rules too, so that they can do global tasks as a whghrdiess of any mount point.

These initialization and finalization tasks can be done ftloei s_i ni t andf s_done hooks,
respectively. If the driver is provided as a module, thdati#ation routine is called when it is loaded and
the cleanup function is executed when it is unloaded. lasté# is built into the kernel, the

11
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initialization code is executed at very early stages of &eboot butthe cleanup stuff is never runot
even when the system is shut down.

Furthermore, thés_r ei ni t operation is provided to... XXX...

These three operations take the following prototypes:

int fs_init(void);

int fs_reinit(void);

int fs_done(void);

Note how they do not take any parameter, not even a mount.point

As an example, consider the following functions that deahwi malloc type (se8ection 1.2.1defined
for a specific file system:

MALLOC _JUSTDEFI NE( M_EGFSMWNT, "egfs nount", "egfs nount structures");

voi d
egf s_init(void)
{
mal | oc_type_attach(M EGFSWNT) ;
}
voi d
egf s_done(voi d)
{
mal | oc_t ype_det ach(M_EGFSMWNT) ;
}

2.5 Mounting and unmounting

The mount operation, namefy_nount , is probably the most complex one in the VFS layer. Its pugpos
is to set up a new mount point based on the arguments receediserland. Basically, it receives the
mount point it is operating on and a data structure that dessthe mount call parameters.

12
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Unfortunately, this operation has been overloaded withessemantics that do not really belong to it.
More specifically, it is also in charge of updating the mousinpparameters as well as fetching them
from userland. This ought to be cleaned up at some point.

We will see all these details in the following subsections.

2.5.1 Mount call arguments

Most file systems pass information from the userland mouilitiuto the kernel when a new mount point
is set up; this information generally includes user-tuagsbperties that tell the kernel how to mount the
file system. This data set is encapsulated in what is knowneasibunt arguments structure and is often
named after the file system, prepending thegs string to it.

Keep in mind that this structure is only used to communidageuserland and the kernel. Once the call
that passes the information finishes, it is discarded in émaé! side.

The arguments structure is versioned to make sure that thelkend the userland always use the same
field layout and size. This is achieved by inserting a fieldhatwery beginning of the object, holding its
version.

For example, imagine a virtual file system — one that is naeston disk; for real (and very similar)
code, you can look at tmpfs. Its mount arguments structunédatescribe the ownership of the root
directory or the maximum number of files that the file systeny hald:

#def i ne EGFS_ARGSVERSI ON 1
struct egfs_args {
int ea_version;

of f _t ea_size_nmux;
uid_t ea_root_uid;

gid_t ea_root_gid;
node t ea_root node;

2.5.2 The mount utility

XXX: To be written. Slightly describe how a userland mounlitytworks.

2.5.3 The fs_mount operation

Thef s_nount operation is called whenever a user issues a mount commamcligerland. It has the
following prototype:

int vfs_nmount(struct nount *np, const char *path, void *data, struct
nanei data *ndp, struct proc *p);

13
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The caller, which is always the kernel, sets up a struct mobjeict and passes it to this routine through
thenp parameter. It also passes the mount arguments structusegasnSection 2.5.1in thedat a
parameter. There are several other arguments, but theytdmportant at this point.

Thenmp->mt _f | ag field indicates what needs to be done (remember that thistipeiis semantically
overloaded). The following is an outline of all the tasksthinction does and also describes the possible
flags for themt _f | ag field:

1. If the MNT_GETARGS flag is set inmp- >mt _f | ag, the operation returns the current mount
parameters for the given mount point.

This is further detailed isection 2.5.3.1
2. Copy the mount arguments structure from userland to kepaee using copyin(9).
This is further detailed ifsection 2.5.3.2

3. If the MNT_UPDATE flag is set immp- >mt _f | ag, the operation updates the current mount
parameters of the given mount point based on the new arggrgeeh (e.g., upgrade to read-write
from read-only mode).

This is further detailed ifsection 2.5.3.3

4. At this point, if neitheMNT_GETARGS nor MNT_UPDATE were set, the operation sets up a new mount
point.

This is further detailed irbection 2.5.3.4

2.5.3.1 Retrieving mount parameters

When thef s_nount operation is called with theNT_GETARGS flag innp- >mt _f | ag, the routine
creates and fills the mount arguments structure based orath®fithe given mount point and returns it
to userland by using copyout(9).

This heavily depends on the file system, but consider thevidatlg simple example:
if (nmp->mt_flag & MNT_GETARGS) {

struct egfs_args args;

struct egfs_nount *enp;

if (nmp->mt_data == NULL)

return El O
enp = (struct egfs_nount *)np->mt_data;
args. ea_version = EGFS_ARGSVERSI ON;

fill the args structure here ...

return copyout (&args, data, sizeof(args));

14
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2.5.3.2 Getting the arguments structure

Thedat a argument given to thes_nount operation points to a memory region in user-space.
Therefore, it must be first copied into kernel-space by meéospyin(9) to be able to access it in a safe
fashion.

Here is a little example:

int error;
struct egfs_args args;

if (data == NULL)
return ElI NVAL;

error = copyin(data, &args, sizeof(args));
if (error)
return error;

if (args.ea_version ! = EGFS_ARGSVERSI ON)
return ElI NVAL;

2.5.3.3 Updating mount parameters

When thef s_nount operation is called with theNT_UPDATE flag in np- >mt _f | ag, the routine
modifies the current parameters of the given mount pointdasé¢he new parameters given in the
mount arguments structure.

2.5.3.4 Setting up a new mount point

If neither MNT_GETARGS nor MNT_UPDATE were set imp- >mt _f | ag when callingf s_nount , the
operation sets up a new mount point. In other words: it filksgtruct mount object given imp with
correct data.

The very first thing that it usually does is to allocate a dtitecthat defines the mount point. This
structure is named after the file system, appending tfo@nt string to it, and is often very similar to the
mount arguments structure. Once allocated and filled wign@piate data, the object is attached to the
mount point by means of itent _dat a field.

Later on, the operation gets a file system identifier for thempoint being set up using the
vfs_getnewfsid(9) function and assigns.

At last, it sets up any statvfs-related information for theumt point by using theet _statvfs_i nfo
function.

This is all clearer by looking at a simple code example:

enp = (struct egfs_mount *)mall oc(sizeof (struct egfs_nount), M EG-SMOUNT, M WAl TCK) ;
KASSERT(enp != NULL);

/* Fill the enp structure with file system dependent val ues. */

enp->em root_uid = args. ea_rood_ui d;
nore cones here ...

15
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np->mmt _data = enp;

np->mmt _flag = MNT_LOCAL;

np->mt _stat.f_nanmemax = MAXNAMLEN,;
vfs_get newf si d(np);

return set_statvfs_info(path, U O USERSPACE, args.ea_fspec, U O SYSSPACE, np, p);

2.5.4 The vfs_unmount function

Unmounting a file system is often easier than mounting its ihere is no need to write a file system
dependent userland utility to do an unmount. This is accaingtl by thé s_unnount operation, which
has the following signature:

int fs_unnount(struct nount *np, int mtflags, struct proc *p);

The function’s outline is similar to the following:

1. Ask the kernel to finalize all pending 1/0 on the given mopwint. This is done through the
vflush(9) function. Note that its last argument is a flagsdddfivhich must carry thEORCECLOSE
flag if the file system is being forcibly unmounted — in othends if theMNT_FORCE flag was set
inmt f 1 ags.

2. Free all resources attached to the mount point — i.e. gartbunt structure pointed to by
np- >mt _dat a. This heavily depends on the file system internals.

3. Destroy the file system specific mount structure and detdicdm the mp mount point.

Here is a simple example of the previous outline:

int error, flags;
struct egfs_nount =*enp;

flags (mtflags & MNT_FORCE) ? FORCECLOSE : O0;

error = vflush(mp, NULL, flags);
if (error !'=0)

return error;

enmp = (struct egfs_nount =*)np->mt_data;
free enp contents here ...

free(np->mt _data, M EGFSMNT);
np- >mt _data = NULL;

return O;

16
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2.6 File system statistics

The statvfs(2) system call is used to retrieve statistid@rimation about a mounted file system, such as
its block size, number of used blocks, etc. This is impleraéin the file system driver by the
fs_st at vf s operation whose prototype is:

int fs_statvfs(struct nount *np, struct statvfs x*sbp, struct proc *p);

The execution flow of this operation is quite simple: it baflicfills sbp’s fields with appropriate data.
This data is derivable from the current status of the fileepst— e.g., through the contents of
np- >mt _dat a.

It is interesting to note that some of the information readriby this operation is stored in the generic
part of thenp structure, shared across all file systems. dtyey_st at vf s_i nf o. function takes care to
copy this common information into the resulting structuithuminimum efforts. Among other things, it
copies the file system'’s identifier, the number of writes,rttaximum length of file names, etc.

As a general rule of thumb, the codefis_st at vf s manually initializes the following fields in thebp
structuref i osize,f frsize,f _bsize,f _blocks,f bavail,f bfree,f bresvd,f files,
f_favail,f_ffree andf_fresvd. Details information about each field can be found in sté®)fs

For example, the operation’s content may look like:

fill sbp’s fields as described above ...
copy_statvfs_info(sbp, nmp);

return O;

2.7 vnode management

2.7.1 vnode’s life cycle

A vnode, like any other system object, has to be allocatedrbéf can be used. Similarly, it has to be
released and deallocated when unused. Things are a biabpéen it comes to handling a vnode, hence
this whole section dedicated to explain it.

XXX: A graph could be excellent to have at this point.

A vnode is first brought to life by the getnewvnode(9) funatithis returns a clean vnode that can be
used to represent a file. This new vnode is also marked@dand remains as such until it is marked
inactive. A vnode is inactivated by calling releasing thst l@ference to it. When this happens,

VOP_I NACTI VE is called for the vnode and the vnode is placed on the free list

Thefree list despite its confusing name, contains real, live, but noterily used vnodes. It is like a big
LRU list. vnodes can be brought to life again from this listusing the vget(9) function, and when that
happens, they leave the free list and are marked as usedwagdithey are inactivated. Why does this
list exist, anyway? For example, think about all the comnsathdt need to do path lookups basr .
Anything in/ usr/ bi n,/ usr/sbin,/ usr/ pkg/ bi nand/ usr/ pkg/ sbi n will need the/ usr vnode.

17
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If it had to be regenerated from scratch each time, it coulsltoe. Therefore, it is kept around on the
free list.

vnodes on the free list can also becl ai mned which means that they are effectively killed. This can
either happen because the vnode is being reused for a newe {todughget newvnode) or because it
is being shut down (e.g., due to a revoke(2)).

Note that theker n. maxvnodes sysctl(9) node specifies how many vnodes can be kept activérae.

2.7.2 vnode tags

vnodes are tagged to identify their type. The tag attach#usim must not be used within the kernel; it is
only provided to let userland applications (such as psfatédorint information about vnodes.

Note that its usage is deprecated because it is not exterigiph dynamically loadable modules.
However, since they are currently used, each file systemetefitag to describe its own vnodes. These
tags can be found isr c/ sys/ sys/ vnode. h and vnode(9).

2.7.3 Allocation of a vnode

vnodes are allocated in three different scenarios:

+ Access to existing files: the kernel does a file name lookupeasribed irSection 2.9.2When the
vnode lookup operation finds a match, it allocates a vnodthiochosen file and returns it to the
system.

- Creation of a new file: the file system specific code allocatesravnode after the successful creation
of the new file and returns it to the file system generic codés ¢an happen as a result of the vnode
create, mkdir, mknod and symlink operations.

- Access to a file through a NFS file handle: when the file systeasked to convert an NFS file handle
to a vnode through the fthtovp vnode operation, it may neetldoate a new vnode to represent the
file. SeeSection 2.14

Itis important to recall that vnodes are unique per file. $ge@are is taken to avoid allocating more than
one vnode for a single physical file. Each file system has its m&thod to achieve this; as an example,
tmpfs keeps a map between file system nodes and vnodes, \ukdoemer are its keys.

However, please do note that there may be files with no inHegreesentation (i.e., no vnode). Only
active and inactive but not-yet-reclaimed files are represkby a vnode.

A simple example that illustrates vnode allocation can hmtbin thet npf s_al | oc_vp function of
src/sys/ fs/tnpfs/tnpfs_subr.c.

XXX: I think fs_vget has to be described in this section.

2.7.4 Deallocation of a vhode

The procedure to deallocate vnodes is usually trivial: itegally cleans up any file system specific
information that may be attached to the vnode.

18
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Keep in mind that there ia single placen the code where vnodes can be detached from their undgrlyin
nodes and destroyed. This place is in the vnode reclaim tper®oing it from any other place will
surely cause further trouble because the vnode may stiktdeeaor reusable (se®ection 2.7.1L

Note that thes_dat a pointer must be set to null before exiting the reclaim vnogleration or the system
will complain because the vnode was not properly cleaned.

This function is also in charge of releasing the underlyigg node, if needed. For example, when a file
is deleted the corresponding vnode operation is executee #-abdelete or a rmdir — but the vnode is
not released until it is reclaimed. This means that if thé mede was deleted before this happened, the
vnode would be left pointing to an invalid memory area.

Consider the following sample operation:
int
egf s_reclai mvoid *v)

{

struct vnode x*vp = ((struct vop_reclaimargs *)v)->a_vp;
struct egfs_node *node;
node = (struct egfs_node *)vp->v_dat a;

cache_purge(vp);
vp->v_data = NULL;
node- >en_vnode = NULL;

i f (node->en_nlinks == 0)
free the underlying node ...

return O;

}

However, keep in mind that releasing (marking it inactivepade is not the same as reclaiming it. The
real reclaiming will often happen at a much later time, uslkesplicitly requested. The operations that
remove files from disk often execute the reclaim code on mego that the vnode and its associated
disk space is released as soon as possible. This can be dasmbythe vrecycle(9) function.

As an example:
int
egfs_i nactive(void *v)

{ struct vnode x*vp = ((struct vop_inactive_args *)v)->a_vp;
struct egfs_node *node;
node = (struct egfs_node *)vp->v_dat a;
i f (node->en_nlinks == 0) {
/* The file was deleted fromthe disk; reclaimit as

* soon as possible to free its physical space. */
vrecycl e(vp, NULL, p);
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return O;

2.7.5 vnode’s locking protocol

vnodes have, as almost all other system objects, a locktgqul associated to them to avoid access
interferences and deadlocks. These may arise in two sosnari

- In uniprocessor systems: a vnode operation returns bdferegeration is complete, thus having to
lock the vnode to prevent unrelated modifications until theration finishes. This happens because
most file systems are asynchronous.

For example: the read operation prepares a read to a filegHasrit, puts the process requesting the
read to sleep and yields execution to another process. Soraddter, the disk responds with the
requested data, returning it to the original process, wisiegtwoken. The system must ensure that
while the process was sleeping, the vnode suffers no changes

+ In multiprocessor systems: two different CPUs want to esties same file at the same time, thus
needing to pass through the same vnode to reach it. Furtheythe same problems that appear in
uniprocessor systems can also appear here.

Each vnode operation has a specific locking contract it musipty to,, which is often different from
other operations (this makes the protocol very complex amghbto be simplified). These contracts are
described in vnode(9) and vnodeops(9). You can also find thehe form of assertions in tmpfs’ code,
should you want to see them expressed in logical notation.

As regards vnode operations, each file system implemerkmbpprimitives in the vnode layer. These
primitives allow to lock a vnodevop_| ock), unlock it (vop_unl ock) and test whether it is locked or
not (vop_i sl ocked). Given that these operations are common to all file systéragjenfs pseudo-file
system provides a set of functions that can be used instezalofg to write custom ones. These are
genfs_l ock, genfs_unl ock andgenfs_i sl ocked and are always used except for very rare cases.

Itis very important to note thatop_| ock is never used directlynstead, the vn_lock(9) function is used
to lock vnodes. Unlocking, however, is in chargevop_unl ock.

2.8 The root vnode

As described irBection 2.9the kernel does all path name lookups in an iterative waig ifteans that in
order to reach any file within a mount point, it must first tneesthe mount point itself. In other words,
the mount point is the only place through which the systemacaess a file system and thus it must be
able to resolve it.

In order to accomplish this, each file system provided the oot hook which returns a vnode
representing its root node. The prototype for this funcison

int fs_root(struct mount *np, struct vnode **vpp);
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2.9 Path name resolution procedure

XXX Write an introduction.

2.9.1 Path name components

A path name component is a non-divisible part of a completie pame — one that does not contain the
slash () character. Any path name that includes one or more slashesdn be divided in two or more
different atoms.

Path name components are represented by struct compomensdgects (defined in
src/ sys/ sys/ namei . h), heavily used by several vnode operations. The followirgis most
important fields:

- cn_fl ags: A bitfield that describes the element. Of special intere#h&HASBUF flag, which
indicates that this object holds a valid path name buffez {eecn_pnbuf field below).

- cn_pnbuf : A pointer to the buffer holding the complete path name. Thenly valid if the
cn_f 1 ags bitfield has theHASBUF flag.

In most situations, this buffer is automatically allocasetl deallocated by the system, but this is not
always true. Sometimes, it is necessary to free it in someeofhode operations themselves;
vnodeops(9) gives more details about this.

- cn_namept r: A pointer withincn_pnbuf that specifies the start of the path name component
described by this object. Muatwaysbe used in conjunction witbn_namel en.

- cn_nanel en: The length of this path name component, startingnathanept r .

2.9.2 The lookup algorithm

To resolve a path namg@r tolookup a path nameneans to get a vnode that uniquely represents based
on a previously specified path name, be it absolute or relativ

The NetBSD kernel uses a two-level iterative algorithm sohee path names. The first level is file
system independent and is carried on by the namei(9) fumatibile the second one relies on internal
file system details and is achieved through the lookup vhpeeation.

The following list illustrates the lookup algorithm. Lot details have been left out from it to make
things simpler; namei(9) and vnodeops(9) contain all thesmg information:

XXX: <wrstuden> | think you simplified the description too atu You left out lookup(), and ascribe
certain actions to namei() when they are performed by loQkdfphile | like your attempt to keep it
simple, | think both namei() and lookup() need describingkiup() takes a path name and turnsi it into a
vnode, and namei() takes the result and handles symbdticdsolution.

XXX: <jmmv> | currently don’t know very much about the intexts of lookup() and namei(), so I've left
the simplified description in the document, temporarily.

1.namei constructs @np path name component (of type struct componentname as loedani
Section 2.9.}; its buffer holds the complete path name to look for. The ponent pointers are
adjusted to describe the path name’s first component.
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2. Thenanei operation gets the vnode for the lookup’s starting poinwégk a directory). For
absolute path names, this is the root directory’s vnoderélative path names, it is the current
working directory’s vnode, as seen by the calling userland@ss.

This vnode is generally callatlp, standing fodirectory vnode pointer

3.nanei calls the vnode lookup operation on tthep vnode, telling it which is the component it has to
resolve ¢np) starting from the given directory.

4. If the component exists in the directory, the vnode loo&peration must return a vnode for its
respective entry.

However, if the component does not exist in the directoryJtokup will fail returning an
appropriate error code. There are several other error tondithat have to be reported, all of them
appropriately described in vnodeops(9).

5.nanei updatesivp to point to the returned vnode and advances to the next component, only if
there are more components to look for. In that case, the guveeontinues fror.

In case there are no more components to lookrfamei returns the vnode of the last entry it
located.

There are several reasons behind this two-level lookup argsim, but they have been left over for
simplicity. XXX: The 4.4BSD book gives them all; we shouldher link to it or explain these here in our
own words (preferably the latter).

2.9.3 Lookup hints

One of the arguments passed to the lookup algorithm is atmtspecifies the kind of lookup to
execute. This hint specifies whether the lookup is for a figation CREATE), a deletion DELETE) or a
name changeRENANME). The file system uses these hints to speed up the corresgpopkeration —
generally to cache some values that will be used while peicgshe real operation later on.

For example, consider the unlink(2) system call whose mep®to delete the given file name. This
operation issues a lookup to ensure that the file exists agétta vnode for it. This way, it is able to call
the vnode’s remove operation. So far, so good. Now, the tiperiself has to delete the file, but
removing a file means, among other things, detaching it fimrdirectory containing it. How can the
remove operation access the directory entry that point#uetdéile being removed? Obviously, it can do
another lookup and traverse a potentially long directony.iB this really needed?

Remember that unlink(2) first got a vnode for the entry to meaeed. This implied doing a lookup,
which traversed the file’s parent directory looking for itgrg. The algorithm reached the entry once, so
there is no need to repeat the process once we are in the vpedaion itself.

In the above situation, the second lookup is avoided by cagdie affected directory entry while the
lookup operation is executed. This is only done whenDHeETE hint is given.

The same situation arises with file creations (because ngiegmay be overwrite previously deleted
entries in on-disk file systems) or name changes (becausgp#ration needs to modify the associated
directory entry).
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2.10 File management

XXX: Write an introduction.

2.10.1 Creation of regular files

XXX: To be written. Describe vop_create.

2.10.2 Creation of hard links
XXX: To be written. Describe vop_link.

2.10.3 Removal of a file

XXX: To be written. Describe vop_remove.

2.10.4 Rename of a file

XXX: To be written. Describe vop_rename.

2.10.5 Reading and writing

vnodes have an operation to read data from thesp (r ead) and one to write data to them

(vop_wri t e) both called by their respective system calls, read(2) anite(2). The read operation
receives an offset from which the read starts, a number geaifies the number of bytes to read (length)
and a buffer into which the data will be stored. Similarly thrite operation receives an offset from
which the write starts, the number of bytes to write and adyffom which the data is read.

There is also the mmap(2) system call which maps a file into ongmand provides userland direct
access to the mapped memory region.

2.10.5.1 uio objects

The struct uio type describes a data transfer between tiereiift buffers. One of them is stored within
the uio object while the other one is external (often livingiserland space). These objects are created
when a new data transfer starts and are alive until the &afiafshes completely; in other words, they
identify a specific transfer.

The following is a description of the most important fieldstruct uio (the ones needed for basic
understanding on how it works). For a complete list, see oiwe(D).

- ui o_of f set : The offset within the file from which the transfer startsthé transfer is a read, the
offset must be within the file size limits; if it is a write, iao extend beyond the end of the file — in
which case the file is extended.

- ui o_resid (also known as theesidual count Number of bytes remaining to be transferred for this
object.
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« A set of pointers to buffers into/from which the data will lead/written. These are not used directly
and hence their names have been left out.

- Aflag that indicates if data should be read from or writterht® buffers described by the uio object.

This may be easier to understand by discussing a little elar@pnsider the following userland
program:

char buffer[1024];
| seek(fd, 100, SEEK SET);
read(fd, buffer, 1024);

The read(2) system call constructs an uio object contaiamgffset of 100 bytes and a residual count of
1024 bytes, making the uio’s buffers pointdof f er and marking them as the data’s target. If this was a
write operation, the uio object’s buffers could be the dasalurce.

In order to simplify uio object management, the kernel pdegithe uiomove(9) function, whose
signature is:

int uionmove(void *buf, size_tn, struct uio *uio);

This function copies up to bytes between the kernel buffer pointed today into the addresses
described by thei o instance. If the transfer is successful, the uio object datgd so thati o_resi d
is decremented by the amount of data copigd, of f set is increased by the same amount and the
internal buffer pointers are updated accordingly. Thieeasllingui onove repeatedly (e.g., from
within a loop) until the transfer is complete.

2.10.5.2 Getting and putting pages

As seen irSection 2.10.5,1data transfers are described by a high-level object thed dot take into
account any detail of the underlying file system. More spealiff, they are not tied to any specific

on-disk block organization. (Remember that most on-digkdjistems store data scattered across the disk
(due to fragmentation); therefore, the transfers have tarbken up into pieces to read or write the data
from the appropriate disk blocks.)

Breaking the transfer into pieces, requesting them to thleaid handling the results is a (very) complex
operation. Fortunately, the UVYM memory subsystem Seetion 1.) simplifies the whole task. Each
vnode has a struct uvm_object (as describeSiantion 1.1.1lassociated to it, backed by a vnode.

The vnode backs up the uobj throughvitsp_get pages andvop_put pages operations. As these two
operations are very generic (from the point of view of mangghemory pages), genfs provides two
generic functions to implement them. Theseg#ef s_get pages andgenf s_put pages, which will
usually suit the needs of any on-disk file system. How theyw#h specific file system details is
something detailed i8ection 2.10.5.5

2.10.5.3 Memory-mapping a file

Thanks to the particular UBC implementation in NetBSD (Seetion 2.10.5)2 a file can be trivially
mapped into memory. The mmap(2) system call is used to aeliésy and the kernel handles it
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independently from the file system.

TheVOP_MVAP method is used to only inform the file system that the vnodédsiato be
memory-mapped and ask the file system if it allows the mapfaifgappen.

After the file is memory-mapped, file system I/O is handled MMUthrough the vnode pager and ends
up invop_get pages andvop_put pages. In a sense this is very much like regular reading and wrijting
but instead of explicitly callingop_r ead andvop_wr i t e, which then usei onove, the memory
window is accessed directly.

2.10.5.4 The read and write operations

Thanks to the particular UBC implementation in NetBSD (Seetion 2.10.5)2 the vnode’s read and
write operationsyop_r ead andvop_wr i t e respectively) are very simple because they only deal with
virtual memory. Basically, all they need to do is memory-rttepaffected part of the file and then issue a
simple memory copy operation.

As an example, consider the following sample read code:

int

egf s_read(void *v)

{
struct vnode *vp = ((struct vop_read_args *)v)->a_vp;
struct uio *uio = ((struct vop_read_args *)Vv)->a_uio0;

int error;
struct egfs_node *node;

node = (struct egfs_node *)vp->v_dat a;

if (uio->uio_offset < 0)
return ElI NVAL;

if (uio->uio_resid == 0 || uio->uio_offset >= node->en_si ze)
return O;

if (vp->v_type == VREG {

error = 0;

while (uio->uio_resid >0 & error == 0) {
int flags;
off _t len;
void *w n;

len = M N(ui o->ui o_resid, node->en_size -
ui o- >ui o_of fset);
if (len == 0)
br eak;

win = ubc_al | oc(&vp->v_uobj, uio->uio_offset,
& en, UBC_READ);

error = uionove(win, len, uio);

flags = UBC WANT_UNMAP(vp) ? UBC _UNMAP : O;

ubc_rel ease(win, flags);
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}

} else {
left out for sinplicity (if needed)

}

return error,;

2.10.5.5 Reading and writing pages

As seen irSection 2.10.5.2hegenf s_get pages andgenf s_put pages functions are enough for
most on-disk file systems. But if they are abstract, how dg tleal with the specific details of each file
system? E.g., if the system wants to fetch the third pageedfftho/ bar file, how does it know which
on-disk blocks it must read to bring the requested page immary? Where does the real transfer take
place?

The mapping between memory pages and disk blocks is donebstide’s bmap operation,
vop_bnap, called by the paging functions. This receives the file’sdabblock number to be accessed
and converts it to the internal, file system specific block heam

Once bmap returns the physical block number to be acce$sedeneric page handling functions check
whether the block is already in memory or not. If it is not,ansfer is done by using the vnode’s strategy
operation yop_str at egy).

More information about these operations can be found in tleglgops(9) manual page.

2.10.6 Attributes management

Within the NetBSD kernel, a file has a set of standard and kedlan attributes associated to it. These
are:

« Atype: specifies whether the file is a regular fMREG), a directory ¥DI R), a symbolic link YLNK), a
special device\([CHR or VBLK), a hamed pipeMF! FO) or a socketYSOCK). The constants mentioned
here are the vnode types, which do not necessarily matchtieal type representation of a file
within a file system.

- An ownership: thatis, a user id and a group id.
- An access mode.

- A set of flags: these include the immutable flag, the appemygflay, the archived flag, the opaque
flag and the nodump flag. See chflags(2) for more information.

- A hard link count.

- Aset of times: these include the birth time, the change ttheeaccess time and the modification time.
SeeSection 2.10.Tor more details.

- Asize: the exact size of the file, in bytes.

- A device number: in case of a special device (character aklboes), its number is also stored.
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The NetBSD kernel uses the struct vattr type (detailed itr(@) to handle all these attributes all in a
compact way. Based on this set, each file system typicallp@tpthese attributes in its node
representation structure (unless they are fictitious aketfavhen accessed). For example, FFS could
store them in inodes, while FAT could save only some of thethfake the others at run time (such as
the ownership).

A struct vattr instance is initialized by using ti&TTR_NULL macro, which sets its vnode type\WsioN
and all of its other fields t¥NOVAL, indicating that they have no valid values. After using thiscro, it

is the responsibility of the caller to set all the fields it w&ato the correct values. The consumer of the
object shall not use those fields whose value is ung@nAL ).

It is interesting to note that there are no vnode operatioaisrhatch the regular system calls used to set
the file ownership, its mode, etc. Instead, nodes providesperations that act on the whole attribute set:
vop_get att rs to read them andop_set at t r s to set them. The rest of this section describes them.

2.10.6.1 Getting file attributes

Thevop_get att r vnode operation fetches all the standard attributes fromemg/node. All it does is
fill the givenst ruct vattr structure with the correct values. For example:

int

egfs_getattr(void *v)

{
struct vnode *vp = ((struct vop_getattr_args *)v)->a_vp;
struct vattr *vap = ((struct vop_getattr_args *)v)->a_ vap;

struct egfs_node *node;
node = (struct egfs_node *)vp->v_data;
VATTR_NULL(vap);

switch (node->en_type) {

case EGFS NODE DI R:
vap->va_type = VD R;
br eak;

case ...:

}
vap- >va_node = node->en_node;
vap->va_ui d = node->en_ui d;
vap->va_gi d = node->en_gi d;
vap->va_nl i nk = node->en_nli nk;
vap->va_flags = node->en_fI ags;
vap->va_si ze = node->en_si ze;
continue filling values ...

return O;
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2.10.6.2 Setting file attributes

Similarly to thevop_get at t r operationyop_set attr sets a subset of file attributes at once. Only
those attributes which are n@gNOVAL are changed. Furthermore, the operation ensures thatlteeisa
not trying to set unsettable values; for example, one casetdi.e., change) the file type.

Of special interest is that the file's size can be changed astabute. In other words, this operation is
the entry point for file truncation calls and it is its respibilgy to call vop_t r uncat e when
appropriate. The system never calls the vnode’s truncateatipn directly.

A little sketch:

int
egf s_setattr(void *v)
{
struct vnode x*vp = ((struct vop_setattr_args *)v)->a_vp;
struct vattr x*vap = ((struct vop_setattr_args *)v)->a_vap;
struct ucred *cred = ((struct vop_setattr_args *)v)->a_cred;
struct proc *p = ((struct vop_setattr_args *)v)->a_p;
/+ Do not allow setting unsettabl e values. */
if (vap->va_type !'= VNON || vap->va_nlink !'= VNOVAL || ...)
return ElI NVAL;
if (vap->va_flags != VNOVAL) {
set node flags here ...
if error, return it
}
if (vap->va_size !'= VNOVAL) {
verify file type ...
error = VOP_TRUNCATE(vp, size, 0, cred, p);
if error, return it
}
etcetera ...
return O;
}

2.10.7 Time management

Each node has four times associated to it, all of them reptedéy struct timespec objects. These times
are:

- Birth time: the time the file was born. Cannot be changed #fieefile is created.
+ Access time: the time the file was last accessed.

- Change time: the time the file’s node was last changed. Fangbeq if a new hard link for an existing
file is created, its change time is updated.
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- Modification time: the time the file's contents were last niiedi.

Given that these times reflect the last accesses to the yimdgiiles, they need to be modified extremely
often. If this was done synchronously, it could impose a l@dgrmance penalty on files accessed
repeatedly. This is why time updates are done in a delayedenan

Nodes usually have a set of flags (which are only kept in mepmanyer written to disk) that indicate

their status to let asynchronous actions know what to dosé fiags are used, among other things, to
indicate that a file's times have to be updated. They are ssi@sas the file is changed but the times are
not really modified until the vnode’s update operatiead_updat e) is called; see vnodeops(9) for more
details on this.

vop_updat e is called asynchronously by the kernel from time to time. Ideer, a file system may opt
to execute it on purpose as it wishes; such a situation mayhlea W is mounted synchronously, as it will
be updating the times as soon as the changes happen.

2.10.8 Access control

The file system is in charge of ensuring that a request is @alitbt, permission-wise. This is done with
the vnode’s access operatiorop_access), which receives the caller’'s credentials and the reqdeste
access mode. The operation then checks if these are cofepaitith the current attributes of the file
being accessed.

The operation generally follows this structure:

1. If the file system is mounted read only, and the caller wamtgrite to a directory, to a link or to a
regular file, then access must be denied.

2. If the file is immutable and the caller wants to write to d¢cess is denied.

3. At last, vaccess(9) is used to check all remaining acoessilplities. This simplifies a lot the code
of this operation.

For example:
int
egf s_access(voi d *v)

{

struct vnode x*vp = ((struct vop_access_args *)Vv)->a_vp;
int mode = ((struct vop_access_args *)vVv)->a_node;
struct ucred *cred = ((struct vop_access_args *)v)->a_cred;

struct egfs_node *node;
node = (struct egfs_node *)vp->v_data;
if (vp->v_type == VDIR || vp->v_type == VLNK || vp->v_type == VREQG
if (mode & WWRRI TE &&
vp->v_nount - >mt _fl ag & MNT_RDONLY)

return ERCFS;
}

if (nmode & WRI TE & mode->tn_flags & | MMUTABLE)
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return EPERM

return vaccess(vp->v_type, node->en_node, node->en_uid,
node- >en_gi d, node, cred);

2.11 Symbolic link management

2.11.1 Creation of symbolic links

XXX: To be written. Describe vop_symlink.

2.11.2 Read of symbolic link’s contents

XXX: To be written. Describe vop_readlink.

2.12 Directory management

A directory maps file names to file system nodes. The inteembksentation of a directory depends
heavily on the file system, but the vnode layer provides atrattsvay to access them. This includes the
vop_| ookup, vop_nkdi r,vop_rndi r andvop_r eaddi r operations.

For the rest of this section, assume that the following sinsfruct egfs_dirent describes a directory
entry:

struct egfs_dirent {
char ed_name[ MAXNAMLEN] ;
i nt ed_nanel en;
off t ed fileid;

2.12.1 Creation of directories
XXX: To be written. Describe vop_mkdir.

2.12.2 Removal of directories

XXX: To be written. Describe vop_rmdir.

2.12.3 Reading directories

Thevop_r eaddi r operation reads the contents of directory in a file systerapepddent way.
Remember that the regular read operation can also be ustdd@urpose, though all it returns is the

30



Chapter 2 File system internals

exact contents of the directory; this cannot be used by progtthat aim to be portable (not to mention
that some file systems do not support this functionality).

This operation returns a struct dirent object (as seen antl{b)) for each directory entry it reads from
the offset it was given up to that offset plus the transfegtbnBecause it must read entire objects, the
offset must always be aligned to a physical directory entryrtdlary; otherwise, the function shall return
an error. This is not always true, though: some file systers tiariable-sized entries and they use
another metric to determine which entry to read (such agdsrong index).

It is important to note that the size of the resulting strutt objects is variable: it depends on the name
stored in them. Therefore, the code first constructs thegeis(settings all its fields by hand) and then
uses the DI RENT_SI ZE macro to calculate its size, later assigned todheec! en field. For example:

struct egfs_dirent de;
struct egfs_node *node;
struct dirent d;

read a directory entry fromdisk into de ...
make node point to the de.ed_fileid node ...

switch (node->ed_type) {
case EG-FS NODE DI R:

d.d_type = DT_D R,
case ...:

d.d_nam en = de. ed_nan®l en;

(voi d) mencpy(d. d_nanme, de.ed_nane, de.ed_nanel en);
d.d_nane[de. ed_nanelen] = '\0";

d.d_reclen = _DI RENT_SI ZE( &d) ;

With this in mind, the operation also ensures that the offsebrrect, locates the first entry to return and
loops until it has exhausted the transmission’s length.fohewing illustrates the process:

int

egf s_readdir(void *v)

{
struct vnode *vp = ((struct vop_readdir_args *)v)->a_vp;
struct uio *uio = ((struct vop_readdir_args *)v)->a_uio;
int reofflag = ((struct vop_readdir_args *)v)->a_eoffl ag;

int entry_counter;

int error;

off t startoff;

struct egfs_dirent de;
struct egfs_node r*dnode;
struct egfs_node *node;

if (vp->v_type != VD R)
return ENOTDI R;

if (uio->uio_offset %sizeof (struct egfs_dirent) > 0)
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return ElI NVAL;
dnode = (struct egfs_node *)vp->v_data;

read the first directory entry into de ...
nmake node point to the de.ed fileid node ...

entry_counter = 0;
startoff = uio->uio offset;
do {

struct dirent d;

construct d fromde ...
error = uionove(&d, d.d_reclen, uio);

entry_counter ++;
read the next directory entry into de ...
make node point to the de.ed fileid node ...
} while (error == 0 & uio->uio_resid >0
&& de is valid)

[+ lnportant: Update transfer offset to match on-di sk
* directory entries, not virtual ones. */
ui o->uio_offset = entry_counter * sizeof(egfs_dirent);

if (eofflag != NULL)
+eofflag = (de is invalid?);

return error,;

}

File systems that support NFS take some extra steps in thisifun. See vnodeops(9) for more details.
XXX: Cookies and the eof flag should really be explained here.

2.13 Special nodes

File system that support named pipes and/or special demEement the vnode’s mknod operation
(vop_nknod) in order to create them. This is extremely similavtgp_cr eat e. However, it takes some
extra steps because named pipes and special devices aikemegllar files: their contents are not
stored in the file system and they have specific access mefthiogiefore, they cannot use the file
system’s regular vnode operations vector.

In other words: the file system defines two additional vnoderations vectors: one for named pipes and
one for special devices. Fortunately, this task is easyusecthe virtual fifofs

(src/sys/ mscfs/fifofs)andspecfsqrc/sys/ m scfs/specfs) file systems provide generic
vnode operations. In general, these vectors use all theigeperations except for a few functions.

Because the on-disk file system has to update the node’s wmes accessing these special files, some
operations are implemented on a file system basis and ldt¢hegeneric operations implemented in
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fifofs and specfs. This basically means that those file systemlement their owmop_cl ose,
vop_r ead andvop_wr i t e operations for named pipes and for special devices.

As a little example of such an operation:

i nt

egfs_fifo_read(void *v)

{
struct vnode *vp = ((struct vop_read_args *)v)->a_vp;
((struct egfs_node *)vp->v_data)->tn_status | = TMPFS_NODE_ACCESSED;
return VOCALL(fifo_vnodeop_p, VOFFSET(vop_read), Vv);

}

Remember that these two additional operations vectorstatedato the vnode operations description
structure; otherwise, they will are not initialized andréfere will not work. Se&ection 2.2.3

For more sample code, conssiitc/ sys/ f s/t mpfs/fifofs_vnops.c,
src/sys/fs/tnpfs/fifofs_vnops.h,src/sys/fs/tnpfs/specfs_vnops. cand
src/ sys/ fs/tnpfs/specfs_vnops. h.

2.14 NFS support

XXX: To be written. Describe vop_fhtovp and vfs_vptofh.

2.15 Step by step file system writing

1. Create thar c/ sys/ f s/ egf s directory.

2. Create a minimalrc/ sys/ fs/ egfs/fil es. egf s file:

deffs fs_egfs.h EGFS
file fs/egfs/egfs_vfsops.c egfs
file fs/egfs/egfs_vnops.c egfs

3. Modify src/ sys/ conf/fil estoincludefil es. egf s. l.e., add the following line:
include "fs/egfs/files.egfs"

4. Define the file system’s namesmnc/ sys/ sys/ nount . h. l.e., add the following line:
#defi ne MOUNT_EGFS "egfs"

5. Define the file system’s vnode tag type.
SeeSection 2.7.2

6. Add the file system’s magic number in the Linux compatipilayer,
src/ sys/ conpat /| inux/comon/linux_m sc. cand
src/ sys/ conpat /| i nux/ common/ | i nux_ni sc. h, if applicable. Fallback to the default number
if there is nothing appropriate for the file system.

7. Create a minimalr c/ sys/ f s/ egf s/ egf s_vnops. c file that contains stubs for all vnode
operations.
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#i ncl ude <sys/cdefs. h>
__KERNEL_RCSI D(0, "$NetBSD: chap-file-systemxm ,v 1.3 2010/03/06 16:23: 09 dsi eger Exp $

#i ncl ude <sys/param h>
#i ncl ude <sys/vnode. h>

#i ncl ude <m scfs/genfs/genfs. h>

#define egfs_| ookup genfs_eopnot supp
#define egfs_create genfs_eopnot supp
#defi ne egfs_nknod genfs_eopnot supp
#defi ne egfs_open genfs_eopnot supp
#define egfs_cl ose genfs_eopnot supp
#defi ne egfs_access genfs_eopnot supp
#define egfs_getattr genfs_eopnotsupp
#define egfs_setattr genfs_eopnotsupp
#define egfs_read genfs_eopnot supp
#define egfs_wite genfs_eopnotsupp
#define egfs_fcntl genfs_eopnotsupp
#define egfs_ioctl genfs_eopnotsupp
#define egfs_poll genfs_eopnot supp
#define egfs_kqgfilter genfs_eopnotsupp
#define egfs_revoke genfs_eopnot supp
#define egfs_nmmap genfs_eopnot supp
#define egfs_fsync genfs_eopnotsupp
#defi ne egfs_seek genfs_eopnot supp
#define egfs_renove genfs_eopnot supp
#define egfs_|ink genfs_eopnot supp
#defi ne egfs_rename genfs_eopnot supp
#define egfs_nkdir genfs_eopnotsupp
#define egfs_rndir genfs_eopnotsupp
#define egfs_synlink genfs_eopnotsupp
#define egfs_readdir genfs_eopnotsupp
#define egfs_readlink genfs_eopnot supp
#define egfs_abortop genfs_eopnot supp
#define egfs_inactive genfs_eopnot supp
#defi ne egfs_reclai mgenfs_eopnot supp
#define egfs_|l ock genfs_eopnot supp
#define egfs_unl ock genfs_eopnot supp
#defi ne egfs_bmap genfs_eopnot supp
#define egfs_strategy genfs_eopnot supp
#define egfs_print genfs_eopnotsupp
#defi ne egfs_pat hconf genfs_eopnot supp
#define egfs_i sl ocked genfs_eopnot supp
#define egfs_advl ock genfs_eopnot supp
#define egfs_bl kat of f genfs_eopnot supp
#define egfs_vall oc genfs_eopnot supp
#define egfs_real |l ocbl ks genfs_eopnot supp
#define egfs_vfree genfs_eopnotsupp
#define egfs_truncate genfs_eopnot supp
#defi ne egfs_update genfs_eopnot supp
#define egfs_bwite genfs_eopnot supp
#defi ne egfs_get pages genfs_eopnot supp
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#defi ne egfs_put pages genfs_eopnot supp

int

(*+egfs_vnodeop_p) (void *);
const struct vnodeopv_entry_desc egfs_vnodeop_entries[] = {

{

Lo e W e N e N N Tt e W e B e R e et N e R R et B R it e B e R e N e e i et W e e s W

&vop_def aul t _desc,
&vop_I| ookup_desc,
&vop_create_desc,
&vop_nknod_desc,
&vop_open_desc,
&vop_cl ose_desc,
&vop_access_desc,
&vop_getattr_desc,
&vop_setattr_desc,
&vop_read_desc,
&op_write_desc,

vn_defaul t_error },
egfs_| ookup },
egfs_create },

egf s_nknod 1},
egfs_open },
egfs_cl ose },

egf s_access },
egfs_getattr },
egf s_setattr },

egfs_read },
egfs_wite },

&vop_ioctl _desc, egfs_ioctl },
&op_fcntl _desc, egfs_fentl },
&vop_pol | _desc, egfs_poll },

&op_kqgfilter_desc,

&vop_revoke_desc,
&vop_nmmap_desc,
&op_fsync_desc,
&vop_seek_desc,
&op_renove_desc,
&vop_l i nk_desc,
&vop_renane_desc,
&vop_nkdir_desc,
&op_rndir_desc,
&vop_sym i nk_desc,
&vop_readdi r _desc,

&op_readl i nk_desc,

&vop_abort op_desc,

&op_i nactive_desc,

&vop_recl ai m desc,
&vop_Il ock_desc,
&vop_unl ock_desc,
&vop_bmap_desc,

&vop_print_desc,

&vop_advl ock_desc,

&vop_bl kat of f _desc,

&vop_val | oc_desc,

&vop_real | ocbl ks_desc,
egf s_vfree },
&op_truncate_desc,

&op_vfree_desc,

&vop_updat e_desc,
&op_bwrite_desc,

&vop_get pages_desc,
&vop_put pages_desc,

NULL, NULL }

egfs_kqgfilter },
egfs_revoke },

egf s_nmmap 1},
egf s_fsync },
egfs_seek },

egf s_renove },

egfs_link },

egfs_renane },

egf s_nkdir },
egfs_rndir },

egf s_symink },
egfs_readdir },
egfs_readlink },
egf s_abortop },
egfs_inactive },
egfs_reclaim},

egfs_lock },

egfs_unl ock },

egfs_bmap },
&vop_strategy_desc,
egf s_print },
&vop_i sl ocked_desc,
&vop_pat hconf _desc,

egfs_strategy },

egfs_isl ocked },

egf s_pat hconf 1},
egf s_advl ock },

egf s_bl kat of f },
egfs_valloc },
egfs_real | ocbl ks },

egfs_truncate },
egf s_update },
egfs_bwite },
egf s_get pages },
egf s_put pages },
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const struct vnodeopv_desc egfs_vnodeop_opv_desc =
{ &egfs_vnodeop_p, egfs_vnodeop_entries };

. Create a minimadr ¢/ sys/ f s/ egf s/ egf s_vf sops. c file that contains stubs for all VFS
operations.

#i ncl ude <sys/cdefs. h>
__KERNEL_RCSI D(0, "$NetBSD: chap-file-systemxm ,v 1.3 2010/03/06 16:23: 09 dsi eger Exp $

#i ncl ude <sys/param h>
#i ncl ude <sys/nmount. h>
static int voi d *,
struct

egf s_nount (struct nount *, const char =,
nanei data *, struct proc *);

static int egfs_start(struct nount *, int, struct proc *);

static int egfs_unmount(struct mount *, int, struct proc x);

static int egfs_root(struct nmount *, struct vnode =*=*);

static int egfs_quotactl (struct mount =, int, uid_t, void =,
struct proc *);

static int egfs_vget(struct nount *, ino_t, struct vnode =*x*);

static int egfs_fhtovp(struct mount *, struct fid *, struct vnode *x);
static int egfs_vptofh(struct vnode *, struct fid *);
static int egfs_statvfs(struct nmount *, struct statvfs *, struct proc *);
static int egfs_sync(struct nmount =*, int, struct ucred *, struct proc =*);
static void egfs_init(void);
static void egfs_done(void);
static int egfs_checkexp(struct mount =*, struct nbuf =, int =x,

struct ucred *x);
static int egfs_snapshot(struct mount *, struct vnode =*,

struct tinespec *);

extern const struct vnodeopv_desc egfs_vnodeop_opv_desc;

const struct vnodeopv_desc * const egfs_vnodeopv_descs[] = {
&egfs_vnodeop_opv_desc,
NULL,

b

struct vfsops egfs_vfsops = {

MOUNT_EGFS,
egf s_mount
egfs_start,
egf s_unnount ,
egf s_root,

egf s_quot actl,
egf s_statvfs,
egf s_sync,

egf s_vget,

egf s_f htovp,
egf s_vpt of h,

egfs_init,

NULL, /* vfs_ reinit: not yet (optional) =*/
egf s_done,

NULL, /* vfs_wassysctl: deprecated */

36



Chapter 2 File system internals

NULL, /* vfs_nountroot: not yet (optional) =/
egf s_checkexp,
egf s_snapshot,
vfs stdextattrctl,
egf s_vnodeopv_descs
b
VFS_ATTACH( egf s_vfsops);

static int
egf s_nmount (struct nount *np, const char *path, void *data,
struct nanei data *ndp, struct proc =*p)

{
return EOPNOTSUPP;
}
static int
egf s_start(struct nount *np, int, struct proc *p)
{
return EOPNOTSUPP;
}
static int
egf s_unmount (struct nmount *np, int, struct proc *p)
{
return EOPNOTSUPP;
}
static int
egf s_root (struct mount *np, struct vnode *x*vpp)
{
return EOPNOTSUPP;
}

static int
egf s_quotact! (struct mount *np, int cnd, uid_t uid, void ~arg,
struct proc *p)

{

return EOPNOTSUPP;
}

static int
egf s_vget (struct mount *np, ino_t ino, struct vnode **vpp)

{

return EOPNOTSUPP;
}

static int
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egf s_fhtovp(struct mount *np, struct fid *xfhp, struct vnode *xvpp)

{

return EOPNOTSUPP;

}
static int
egf s_vptof h(struct vnode *np, struct fid =fhp)
{
return EOPNOTSUPP;
}
static int

egf s_statvfs(struct mount *np, struct statvfs xsbp, struct proc *p)

{

return EOPNOTSUPP;
}

static int
egf s_sync(struct mount *np, int waitfor, struct ucred *uc, struct proc *p)

{

return EOPNOTSUPP;
}

static void
egf s_init(void)
{

return EOPNOTSUPP;
}

static void
egf s_done(voi d)

{

return EOPNOTSUPP;
}
static int

egf s_checkexp(struct mount *np, struct nmbuf *nb, int * wh,
struct ucred **anon)

{

ret urn EOPNOTSUPP;
}

static int
egf s_snapshot (struct nmount *np, struct vnode *vp, struct tinmespec *ctine)

{
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return EOPNOTSUPP;
}

9. Define a new malloc type for the file system and modifyebes_i ni t andegf s_done hooks to
attach and detach it in the LKM case.

SeeSection 2.4

10. Create ther c/ sys/ f s/ egf s/ egf s. h file, that will define all the structures needed for our file
system.

#if !defined(_EGFS_H)

# define EGFS H_

#el se

# error "egfs.h cannot be included nmultiple tines."
#endi f

#if defined(_KERNEL)

struct egfs_nount {

b

struct egfs_node {

b

#endi f /+ defined(_KERNEL) */
#defi ne EGFS_ARGSVERS| ON 1
struct egfs_args {

char rea_f spec;

int ea_version;

H

11. Create ther ¢/ sbi n/ mount _egf s directory.

12. Create a simpler c/ sbi n/ mount _egf s/ Makefi | e file:
.include <bsd. own. nmk>
PROG= nmount _egfs

SRCS= nount _egfs.c
MAN= nount _egfs. 8

CPPFLAGS+= - | ${ NETBSDSRCDI R}/ sys
WARNS= 4
.include <bsd. prog. nk>

13. Create a simpler c/ sbi n/ mount _egf s/ nount _egf s. ¢ program that calls the mount(2) system
call.

XXX: Add an example or link to the corresponding section.
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14. Create an emptyr ¢/ sbi n/ mount _egf s/ mount _egf s. 8 manual page. Details left out from this
guide.

15. Fill in theegf s_nount andegfs_unnount functions.
SeeSection 2.5

16. Fill in theegf s_st at vf s function. Return correct data if possible at this point @avkeit for a later
step.

17. Set thevop_f sync, vop_bwri t e andvop_put pages operations tgenf s_nul | op. These need
to be defined and return successfully to avoid crashes dayimg(2) and mount(2). We will fill them
in at a later stage.

18. Set thevop_abor t op operation tagenf s_abor t op.

19. Set the locking operations¢enf s_| ock, genfs_unl ock andgenf s_i sl ocked. You will most
likely need locking, so it is better if you get it right frometbeginning.

SeeSection 2.7.5
20. Implement th@op_r ecl ai mandvop_i nact i ve operations to correctly destroy vnodes.
SeeSection 2.7.4

21. Fill in theegf s_sync function. In case you do not know what do put in it, just retsuccess
(zero); otherwise, serious problems will arise becausdlib& impossible for the operating system
to flush your file system.

22. Fillin theegf s_r oot function. Assuming you already read the file system’s roakeoom disk (or
whichever backing store you use) and have it in memory, siralibcate and lock a vnode for it.

SeeSection 2.7.3

i nt
egf s_root (struct mount *np, struct vnode **vpp)
{
return egfs_alloc_vp(np, ((struct egfs_mount *)np)->emroot, vpp);
}

23. Improve the mount utility to support standard optioree(getmntopts(3)) and possibly some file
system specific options too.

24. Implement thegf s_get at t r andegf s_set at t r functions operations. As a side effect,
implementegf s_updat e andegf s_sync too. For the latter, you only need an stub that returns
success for now.

SeeSection 2.10.6
25. Implement thegf s_access operation.
SeeSection 2.10.8

26. Implement thegf s_pri nt function. This is trivial, as all it has to do is dump vnodedmhation
(its attributes, mostly) on screen, but it will help with dejging.

SeeSection 2.10.8
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27. Implement a simplegf s_| ookup function that can locate any given file; be careful to conform
with the locking protocol described in vnodeops(9), as flaid is really tricky. At this point, you can
forget about the lookup hint€REATE, DELETE or RENANME); you will add them when needed.

SeeSection 2.9

28. Implement thegf s_open function. In the general case, this one only needs to verdy the open
mode is correct against the file flags.

i nt
egf s_open(void *v)
{
struct vnode *vp = ((struct vop_open_args *)v)->a_vp;
int node = ((struct vop_open_args =*)V)->a_node;
struct egfs_node *node;
node = (struct egfs_node *)vp->v_dat a;
if (node->en_flags & APPEND &&
node & (FWRITE | O APPEND)) == FWRI TE)
return EPERM
return O;
}

29. Implement thegf s_cl ose function. In the general case, this one needs to do nothidg as
returning success.

30. Implement thegf s_r eaddi r operation so that you can start interacting with your fileeys
After you add this function, you should be able to list anyediory in it, and check that the files’
attributes are shown correctly. And most likely, you wikgtseeing bugs ;-)

SeeSection 2.12.3

31. Implement thegf s_nkdi r operation. You may need to modify tlegf s_| ookup function to
honour theCREATE hint.

SeeSection 2.9.3

32. Implement thegf s_r nmdi r operation. You may need to modify tlegf s_| ookup function to
honour theDELETE hint. Note that adding an operation that removes stuff frioetfile system is

tricky; problems will certainly pop up if you have got bugsyiour vnode allocation code or in the
egfs_inactive oregfs_recl ai mfunctions.

SeeSection 2.9.&ndSection 2.7.4
33. Implement thegf s_cr eat e operation to create regular filegREG) and local socketsvMSOCK) .
34. Implement thegf s_r enove operation to delete files.

35. Implement thegf s_I i nk operation to create hard links. Be sure to control the filaiglHink
count correctly.

36. Implement thegf s_r enane operation. This one may seem complex due to the amount of
arguments it takes, but it is not so difficult to implemenstkeep in mind that it has to manage
renames as well as moves and in which situation they happen.
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37. Implement thegf s_r ead andegf s_wr i t e operations. These are quite simple thanks to the
indirection provided by the vnode’s UVM object.

SeeSection 2.10.5

38. Redirect thegf s_get pages andegf s_put pages to genfs_get pages andgenf s_put pages
respectively. Should be enough for most file systems.

SeeSection 2.10.5.2

39. Implement thegf s_bmap andegf s_st r at egy operations.
SeeSection 2.10.5.5

40. Implement thegf s_t r uncat e operation.

41. Redirectthegfs_fcntl,egfs_ioctl,egfs_pol |, egfs_revoke andegf s_mmap operations
to their corresponding ones in genfs. Should be enough fet-filesystems; note that even FFS
does this.

42. Implement thegf s_pat hconf operation. This one is trivial, although the documentaiion
pathconf(2) and vhodeops(9) is a bit inconsistent.
int
egf s_pat hconf (void *v)

{

int nane = ((struct vop_pathconf_args *)v)->a_nane;
register_t *retval = ((struct vop_pathconf_args *)v)->a_retval;

int error;

switch (name) {

case _PC LI NK_MAX:
xretval = LI NK_MNAX;
br eak;

case ...:

return O;

}

43. Implement thegf s_syml i nk andegf s_r eadl i nk operations to manage symbolic links.
SeeSection 2.11

44. Implement thegf s_nknod operation, which adds support for named pipes and speciadate
SeeSection 2.13

45. Add NFS support. This basically means implementingtifes_vpt of h, egf s_checkexp and
egf s_f ht ovp VFS operations.

SeeSection 2.14
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Notes

1. Technically speaking, a mount point needn’t be a dirgcasryou can NFS-mount regular files; the
mount point could be a regular file, but this restriction iloerately imposed because otherwise, the
system could run out of name space quickly.
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Chapter 3
Processes and threads

This chapter describe processes and threads in NetBSDinthisles process startup, traps and system
calls, process and thread creation and termination, sdgiglery, and thread scheduling.

CAUTION! This chapter is an ongoing work: it has not been eaxed yet, neither for typos, nor for
technical mistakes

3.1 Process startup

3.1.1 execve usage

On Unix systems, new programs are started usingtieeve system call. If successfudxecve
replaces the currently-executing program by a new one.i$hiene within the same process, by
reinitializing the whole virtual memory mapping and loaglihe new program binary in memory. All
process’ threads but the calling one are terminated, ancitling thread CPU context is reset for
executing the new program startup.

Here isexecve prototype:

int execve(const char *path, char *const argv[], char *const envp[]);

pat h is the filesystem path to the new executablegv andenvp are two NULL-terminated string
arrays that hold the new program arguments and environnagiatblesexecve is responsible for
copying the arrays to the new process stack.

3.1.2 Overview of in-kernel execve code path

Here is the top-down modular diagram fotecve implementation in the NetBSD kernel when
executing a native 32 bit ELF binary on an i386 machine:

« src/sys/ kern/ kern_exec. c:sys_execve
« src/sys/ kern/ kern_exec. c:execvel
- src/sys/ kern/ kern_exec. c:check_exec
. src/sys/kern/kern_verifiedexec.c:veriexec_verify
« src/sys/ kern/kern_conf.c:+execsw]->es_makecnds

. src/sys/ kern/ exec_el f32.c:exec_el f _makecnds
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« src/sys/ kern/ exec_el f32. c:exec_check_header

« src/sys/kern/exec_el f32.c:exec_read_from

« src/sys/ kern/ exec_conf.c:+execsw]->u.el f_probe_func

« src/sys/ kern/ exec_el f32.c:netbsd_el f_probe

« src/sys/kern/exec_el f32.c:el f_| oad_psection

. src/sys/kern/exec_elf32.c:elf_load_file

« src/sys/ kern/ exec_conf.c:*execsw]->es_setup_stack

. src/sys/ kern/ exec_subr. c:exec_setup_stack

.- xfetch_el enent

. src/sys/ kern/ kern_exec.

« *VCp->ev_proc

. src/sys/ kern/ exec_subr.
« src/sys/ kern/ exec_subr.
« src/sys/ kern/ exec_subr.

. src/sys/ kern/ exec_subr.

.execve_fetch_el enent

sviend_nmap_zero
:viend_map_pagedvn
:viend_nmap_r eadvn

:viend_r eadvn

- src/sys/ kern/ exec_conf.c:xexecsw ] ->es_copyargs

- src/sys/ kern/ kern_exec. c:copyargs

« src/sys/sys/event. h: KNOTE

- src/sys/ kern/ kern_cl ock. c:stopprof cl ock
« src/sys/ kern/ kern_descrip.c:fdcl oseexec
- src/sys/ kern/ kern_sig.c:execsigs

« src/sys/kern/ kern_ras.c:ras_purgeal

« src/sys/ kern/ exec_subr. c:doexechooks

« src/sys/ kern/ kern_event.c:knote

« src/sys/ kern/ exec_conf.c:rexecsw ]->es_setregs

- src/sys/arch/i 386/i 386/ machdep. c:setregs
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. src/sys/ kern/ kern_exec. c:exec_si gcode_nmap
. src/sys/ kern/ kern_exec. c:+p->p_enul ->e_proc_exit (NULL)

. src/sys/ kern/ kern_exec. c:+p->p_enul ->e_proc_exec (NULL)

execve callsexecvel with a pointer to a function calledet ch_el enent , responsible for loading
program arguments and environment variables in kerneksfgde primary reason for this abstraction
function is to allow fetching pointers from a 32 bit processact4 bit system.

execvel uses a variable of type struct exec_package (defineddhsys/ sys/ exec. h) to share
various informations with the called functions.

Themakecnds is responsible for checking if the program can be loadedtaibdild a set of virtual
memory commands (vmcmd’s) that can be used later to setuprthal memory space and to load the
program code and data sections. The set of vmemd’s is stortbéép_vncnds field of the exec
package. The use of these vmcmd set allows cancellatioreaécution process before a commitment
point.

3.1.3 Multiple executable format support with the exec swit ch

The exec switch is an array of structure struct execsw definedc/ sys/ ker n/ exec_conf. c:
execsW ] . The struct execsw itself is definedsnc/ sys/ sys/ exec. h.

Each entry in the exec switch is written for a given execwdbtmat and a given kernel ABI. It contains
test methods to check if a binary fits the format and ABI, amdrttethods to load it and start it up if it
does. One can find here various methods called withetve code path.

Table 3-1. struct execsw fields summary

Field name Description
es_hdrsz The size of the executable format header
es_nakecnds A method that checks if the program can be

executed, and if it does, create the vmcmds
required to setup the virtual memory space (thig
includes loading the executable code and data

sections).
u.el f_probe_funcu. ecoff_probe_func Executable probe method, used by the
u. macho_probe_func es_nmakecnds method to check if the binary can

be executed. The field is an union that contains
probe methods for ELF, ECOFF and Mach-O
formats

es_enul The struct emul used for handling different kernie
ABI. Itis covered in detail irSection 3.2.2
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Field name Description

es_prio A priority level for this exec switch entry. This
field helps choosing the test order for exec switch
entries

es_arglen XXX ?

es_copyargs Method used to copy the new program arguments
and environment function in user space

es_setregs Machine-dependent method used to set up the
initial process CPU registers

es_cor edunp Method used to produce a core from the process

es_set up_stack Method called byes_makecnds to produce a set

of vmemd for setting up the new process stack.

execvel iterate on the exec switch entries, usingélsepri ori t y for ordering, and calls the
es_nakecnds method of each entry until it gets a match.

Thees_makecnds will fill the exec package'sp_vncnds field with vmemds that will be used later for
setting up the new process virtual memory space.S&ation 3.1.3.20r details about the vmemds.

3.1.3.1 Executable format probe

The executable format probe is called by # makecnds method. Its job is simply to check if the
executable binary can be handled by this exec switch emirgnl check a signature in the binary (e.g.:
ELF note section), the name of a dynamic linker embeddedatitmary, and so on.

Some probe functions feature wildcard, and will be usedstgésort, with the help of thes_pri o
field. This is the case of the native ELF 32 bit entry, for inst&

3.1.3.2 Virtual memory space setup commands (vmcmds)

Vmcmds are stored in an array of struct exec_vmcmd (defineddhsys/ sys/ exec. h)in the
ep_vntnds field of the exec package, beforgecvel decides to execute or destroy them.

struct exec_vmcecmd defines, in the_pr oc field, a pointer to the method that will perform the
command, The other fields are used to store the method’s &mfsm

Four methods are availablesmc/ sys/ ker n/ exec_subr. c

Table 3-2. vmemd methods

Name Description

vncd_map_pagedvn Map memory from a vnode. Appropriate for
handling demand-paged text and data segment

2

vncd_map_r eadvn Read memory from a vnode. Appropriate for
handling non-demand-paged text/data segments,
i.e. impure objects (ala OMAGIC and NMAGIC).

vimcnd_readvn XXX ?
vncid_zer o Maps a region of zero-filled memory
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Vmcmd are created usingw_vntnd, and can be destroyed usikgl | _vntnd.

3.1.3.3 Stack virtual memory space setup

Thees_set up_st ack field of the exec switch holds a pointer to the method in chafggnerating the
vmemd for setting up the stack space. Filling the stack wigluments and environment is done later, by
thees_copyar gs method.

For native ELF binaries, theet bsd32_el f 32_copyar gs (obtained by a macro frors f _copyar gs
method insr ¢/ sys/ ker n/ exec_el f 32. c)is used. It calls theopyar gs (from
src/ sys/ kern/ ker n_exec. c¢) for the part of the job which is not specific to ELF.

copyar gs has to copy back the arguments and environment string frerkgimel copy (in the exec
package) to the new process stack in userland. Then thesarfapinters to the strings are
reconstructed, and finally, the pointers to the array, aadtjument count, are copied to the top of the
stack. The new program stack pointer will be set to point edigument count, followed by the
argument array pointer, as expected by any ANSI program.

Dynamic ELF executable are special: they need a structliexidhe ELF auxiliary table to be copied on
the stack. The table is an array of pairs of key and valuesanous things such as the ELF header
address in user memory, the page size, or the entry poinedlr executable

Note that when starting a dynamic ELF executable, the EL&doéalso known as the interpreter:
/usr/libexec/ld.elf_so)isloaded with the executable by the kernel. The ELF loaslstarted by
the kernel and is responsible for starting the executaddédf iafterwards.

3.1.3.4 Initial register setup

es_set regs is a machine dependent method responsible for setting upitted process CPU registers.
On any machine, the method will have to set the registeramgpttie instruction pointer, the stack
pointer and the machine state. Some ports will need more (forknstance i386 will set up the segment
registers, and Local Descriptor Table)

The CPU registers are stored in a struct trapframe, avaifain struct lwp.

3.1.3.5 Return to userland

After execve has finished his work, the new process is ready for running atailable in the run queue
and it will be picked up by the scheduler when appropriate.

From the scheduler point of view, starting or resuming a ss@xecution is the same operation:
returning to userland. This involves switching to the pasceéirtual memory space, and loading the
process CPU registers. By loading the machine state regititethe system bit off, kernel privileges are
dropped.

XXX details
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3.2 Traps and system calls

When the processor encounter an exception (memory fauisjal by zero, system call instruction...), it
executes a trap: control is transferred to the kernel, ated sdme assembly routinelimcor e. S, the
CPU drops intheyscal | _pl ai n (fromsrc/sys/arch/i 386/i 386/ syscal | . coni386) for

system calls, or in ther ap function (fromsr c/ sys/ arch/i 386/ i 386/ t r ap. ¢ on i386) for other
traps.

There is also ayscal | _f ancy system call handler which is only used when the process ighieaced
by ktrace.

3.2.1 Traps

XXX write me

3.2.2 Multiple kernel ABI support with the emul switch

The struct emul is defined & ¢/ sys/ sys/ pr oc. h. It defines various methods and parameters to
handle system calls and traps. Each kernel ABI supportetdoietBSD kernel has its own struct emul.
For instance, Linux ABI definesnul _| i nux insrc/ sys/ conpat /| i nux/ conmon/ | i nux_exec. c,
and the native ABI definesmul _net bsd, insrc/ sys/ kern/ kern_exec. c.

The struct emul for the current ABI is obtained from #® emul field of the exec switch entry that was
selected bexecve. The kernel holds a pointer to it in the process’ struct pdefifed in
src/ sys/ sys/ proc. h).

Most importantly, the struct emul defines the system calbkerfunction, and the system call table.

3.2.3 The syscalls.master table

Each kernel ABI have a system call table. The table mapsmystédl numbers to functions
implementing the system call in the kernel (e.g.: systehnzahber 2 isf or k). The convention (for
native syscalls) is that the kernel function implementipscsillf oo is calledsys_f oo. Emulation
syscalls have their own conventions, likenux_sys_ prefix for the Linux emulation. The native system
call table can be found isr c/ sys/ kern/ syscal | s. naster.

This file is not written in C language. After any change, it irhes processed by theakef i | e available
in the same directorgyscal | s. mast er processing is controlled by the configuration found in
syscal | s. conf, and it will output several files:

Table 3-3. Files produced fromsyscal | s. mast er

File name Description

syscal l args. h Define the system call arguments structures, used
to pass data from the system call handler function
to the function implementing the system call.

syscalls.c An array of strings containing the names for the
system calls
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File name Description

syscall . h Preprocessor defines for each system call namg
and number — used in libc

sysent.c An array containing for each system call an entry
with the number of arguments, the size of the
system call arguments structure, and a pointer to
the function that implements the system call in the
kernel

In order to avoid namespace collision, non native ABI heyecal | s. conf defining output file names
prefixed by tags (e.d:i nux_ for Linux ABI).

system call argument structures (syscallarg for shortalvays used to pass arguments to functions
implementing the system calls. Each system call has its gseedlarg structure. This encapsulation
layer is here to hide endianness differences.

All functions implementing system calls have the same pypie:

int syscall(struct Iwp *I, void * v, register_t *retval);

| is the struct lwp for the calling thread,is the syscallarg structure pointer, aret val is a pointer to
the return value. The function returns the error code (se®£)) or 0 if there was no error. Note that
the prototype is not the same as the “declaratiorgyincal | s. mast er . The declaration in

syscal | s. mast er corresponds to the documented prototype for the systemitadl is because

system calls as seen from userland programs have differetotppes, but theys_. .. kernel functions
implementing them must have the same prototype to unifyrttezface between MD syscall handlers
and Ml syscall implementation. kyscal | s. nast er, the declaration shows the syscall arguments as
seen by userland and determines the members of the sygcatacture, which encapsulates the syscall
arguments and has one member for each one.

While generating the files listed above some substitutionthe function name are performed: the
syscalls tagged a80OVPAT_XX are prefixed by onpat _xx_, same for the syscallarg structure name. So
the actual kernel function implementing those syscallehawe defined in a corresponding way.
Example: ifsyscal | s. mast er has aline

97 COWPAT_30 { int sys_socket(int donain, int type, int protocol); }

the actual syscall function will have this prototype:

int conpat_30_sys_socket(struct Ilwp *l, void » v, register_t *retval);
andv is a pointer to struct compat_30_sys_socket_args, whadardgon is the following:
struct conpat_30_sys_socket _args {
syscal larg(int) domain;

syscal larg(int) type;
syscal larg(int) protocol;
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Note the correspondence with the documented prototypeeafdbket(2) syscall and the declaration of
sys_socket insyscal | s. mast er. The types of syscall arguments are wrappedyxcal | ar g
macro, which ensures that the structure members will beguhtida minimum size, again for unified
interface between MD and MI code. That's why those membayslgmot be accessed directly, but by
the SCARG macro, which takes a pointer to the syscall arg structurdlmdrgument name and extracts
the argument’s value. See below (#syscall_howto) for amgka

3.2.4 System call implementation in libc

The system call implementation in libc is autogeneratenhftioe kernel implementation. As an example,
let's examine the implementation of the access(2) fundtidibc. It can be found in thaccess. Sfile,
which does not exist in the sources — it is autogenerated \Whers built. It uses macros defined in
src/sys/ sys/syscall.handsrc/lib/libc/arch/ MACH NE_ARCH/ SYS. h: thesyscal | . hfile
contains defines which map the syscall names to syscall msmbige syscall function names are
changed by replacing theys_ prefix bySYS . Thesyscal | . h header file is also autogenerated from
src/ sys/ kern/ syscal | s. mast er by runningmake init_sysent.dn sr c/ sys/ ker n, as described
above. By includingsYS. h, we getsyscal | . h and theRSYSCALL macro, which accepts the syscall
name, automatically adds tls¥S_ prefix, takes the corresponding number, and defines a functithe
name given whose body is just the execution of the syscalf itgth the right number. (The method of
execution and of transfer of the syscall number and its asgisrare machine dependent, but this is
hidden in theRSYSCALL macro.)

To continue the example of access@)scal | . h contains

#define SYS access 33

SO
RSYSCALL(access)

will result in defining the functiomccess, which will execute the syscall with number 33. Thus,
access. Sneeds to contain just:

#i ncl ude "SYS. h"
RSYSCALL(access)

To automate this further, it is enough to add the name of tleisditheASMvariable in
src/lib/libc/sys/ Makefile.inc and the file will be autogenerated with this content whenikbc
built.

The above is true for libc functions which correspond exaicithe kernel syscalls. It is not always the
case, even if the functions are found in section 2 of the mlanBar example the wait(2), wait3(2) and
waitpid(2) functions are implemented as wrappers of only syscall, wait4(2). In such case the
procedure above yields thei t 4 function and the wrappers can reference it as if it were a ab@n
function.
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3.2.5 How to add a new system call

Let’s pretend that the access(2) syscall does not existngeyau want to add it to the kernel. How to
proceed?

- add the syscall to ther c/ sys/ kern/ syscal | s. mast er list:
33 STD { int sys_access(const char *path, int flags); }

- Runmake init_sysent.cundersr c/ sys/ ker n. This will update the autogenerated files:
syscal | args. h,syscal | . h,init_sysent.candsyscalls.c.

- Implement the kernel part of the system call, which will h#tve prototype:
int sys_access(struct Iwp *I, void * v, register_t *retval);

as all other syscalls. To get the syscall argumentswést pointer to struct sys_access_args and use
the SCARG macro to retrieve them from that structure. For examplegtdlwef | ags argument ifuap
is a pointer to struct sys_access_args obtained by castingg:

SCARG uap, flags)
The type struct sys_access_args and the funstienaccess are declared isys/ syscal | ar gs. h,
which is autogenerated froar ¢/ sys/ ker n/ syscal | s. mast er . Use

#i ncl ude <sys/syscall args. h>
to get those declarations.

Look insrc/sys/ kern/ vfs_syscal |l s. c for the real implementation agfys_access.

« Runmake includesin sr c/ sys/ sys. This will copy the autogenerated include files (most
importantly,syscal | . h)tousr/i ncl ude underDESTDI R, where libc build will find them in the
next steps.

- Addaccess. Sto theASMvariable insrc/ i b/ 1ibc/ sys/ Makefil e.inc.

This is all. To test the new syscall, simply rebuild lilkz¢ess. Swill be generated at his point) and
reboot with a new kernel containing the new syscall. To mhkatew syscall generally useful, its
prototype should be added to an appropriate header file @ébysiserspace programs — in the case of
access(2), this is unistd.h, which is found in the NetBSDreesiatsr ¢/ i ncl ude/ uni st d. h.

3.2.6 Versioning a system call

If the system call ABI (or even API) changes, it is necessariyniplement the old syscall with the
original semantics to be used by old binaries. The new vegiothe syscall has a different syscall
number, while the original one retains the old number. Téisalled versioning.

The naming conventions associated with versioning are tamif the original system call is calleftbo
(and implemented by sys_f oo function) and it is changed after tleyrelease, the new syscall will be
named__f ooxy, with the function implementing it being namegs___ f ooxy. The original syscall
(left for compatibility) will be still declared as sys_foosyscal | s. mast er, but will be tagged as
COVPAT_XY, so the function will be namecbnpat _xy_sys_f oo. We will call sys_f oo the original
version,sys___f ooxy the new version andonpat _xy_sys_f oo the compatibility version in the
procedure described below.
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Now if the syscall is versioned again after versmghas been released, the newest version will be called
__foozq. The intermediate version (formerly the new version) wél/a to be retained for compatibility,
so it will be tagged aSOVPAT_ZQ, which will change the function name frogys___f ooxy to

conpat _zq_sys___fooxy. The oldest versiononpat _xy_sys_f oo will be unaffected by the second
versioning.

HOW TO change a system call ABI or APl and add a compatibiléysion? Let’s look at a real
example: versioning of the socket(2) system call after thereode in case of unsupported address
family changed from EPROTONOSUPPORT to EAFNOSUPPORT betvidetBSD 3.0 and 4.0.

- tag the old versionsys_socket ) with the right COVPAT_XY in syscal | s. mast er . In the case of
sys_socket , it is COVPAT_30, because NetBSD 3.0 was the last version before the systém ca
changed.

- add the new version at the endsfscal | s. nast er (this effectively allocates a new syscall
number). Name the new version as described above. In ouritaskbe sys__ socket 30:

394 STD { int sys___socket30(int domain, int type, int protocol); }

- The function implementing the socket syscall now needs te@hamed fromsys_socket to
sys___socket 30 to match the change above. Ideally, at this moment the chahiph requires
versioning would be made. (Though in practice it happensalthange is made and only later it is
realized that it breaks compatibility and versioning isatesk)

- Implement the compatibility version, name it compat_xys sy. as described above. The
implementation belongs under c/ sys/ conpat and it shouldn’t be a modified copy of the new
version, because the copies would eventually diverge.eRatishould be implemented in terms of the
new version, adding the adjustments needed for compétibihich means that it should behave
exactly as the old version did.)

In our example, the compatibility version would be namedpat _30_sys_socket . It can be found
insrc/sys/ conpat/ conmon/ ui pc_syscal I s_30. c.

- Find all references to the old syscall function in the kearal point them to the compatibility version
or to the new version as appropriate. (The kernel would n&tditherwise.) For example, many of the
compatibility syscalls or theyscal | s. mast er tables for various emulations under
src/ sys/ conpat used to refer teys_socket . Decision if the references should be changed to the
compatibility version or to the new version depend on thegv@r of the OS that we intend to
emulate. E.g. FreeBSD uses the old error number, while Bygtases the new one.

Now the kernel should be compilable and old statically lshkénaries should work, as should binaries
using the old libc. Nothing uses the new syscall yet. We havedke a new libc, which will contain both
the new and the compatibility syscall:

« insrc/lib/libc/sys/Makefile.inc,replace the name of the old syscall by the new syscall
(__socket 30 in our example). When libc is rebuilt, it will contain the néwnction, but no programs
use this internal name with underscore, so it is not usefulAlso, we have lost the old name.

« To make newly compiled programs use the new syscall whenrdéfeyto the usual namedgcket in
our example), we add a RENAMVE( newnane) statement after the declaration of the usual name is
declared. In the case ebcket , thisissrc/ sys/ sys/ socket . h:

i nt socket (int, int, int)
#if !defined(__LIBCL2_SOURCE ) && !defined(_STANDALONE)
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__RENAME( __socket 30)
#endi f

Now, when a program is recompiled using this header, ref@®tosocket will be replaced by
__socket 30, except for compilation of standalone tools (basicallytlmaders), which define
_STANDALONE, and libc compat code itself, which defines.l BC12_SOURCE__. The__ RENAME
causes the compiler to emit references to theocket 30 symbol whersocket is used in the source.
The symbol will be then resolved by the linker to the new fimrt{implemented by the new system
call). Old binaries are unaware of this and continue to efeesocket , which should be resolved to
the old function (having the same API as before the changewilVre-add the old function in the
next step.

« To make the old binaries work with the new libc, we must addaildgfunction. We add it under
src/lib/1ibc/conmpat/sys,implementing it using the new function. Note that we did use the
compatibility syscall in the kernel at all, so old progranif work with the new libc, even if the
kernel is built withoutCOMPAT_30. The compatibility syscall is there only for the old libc, iwh is
used if the shared library was not upgraded, or internallgthtically linked programs.

We are done — we have covered the cases of old binaries, aldtith new kernel (including statically
linked binaries), old binaries, new libc and new kernel, aad binaries, new libc and new kernel.

3.2.7 Committing changes to syscall tables

When committing your work (either a new syscall or a new siyseasion with the compatibility
syscalls), you should remember to commit the sousgagal | s. nast er ) for the autogenerated files
first, and then regenerate and commit the autogeneratedTiiey contain the RCS Id of the source file
and this way, the RCS Id will refer to the current source wersThe assembly files generated by
src/lib/libc/sys/ Makefile.incarenotkeptinthe repository at all, they are regeneratedyev
time libc is built.

3.2.8 Managing 32 bit system calls on 64 bit systems

When executing 32 bit binaries on a 64 bit system, care mussties to only use addresses below 4 GB.
This is a problem at process creation, when the stack anddreaglocated, but also for each system
call, where 32 bits pointers handled by the 32 bit processwaripulated by the 64 bit kernel.

For a kernel built as a 64 bit binary, a 32 bit pointer is not string that makes sense: pointers can only
be 64 bit long. This is why 32 bit pointers are defined as antB2irt synonym called
netbsd32_pointer_t (isr ¢/ sys/ conpat / net bsd32/ net bsd32. h).

Forcopyi n andcopyout , true 64 bits pointers are required. They are obtained byncpthe
netbsd32_pointer_tthrough thETBSD32PTR64 macro.

Most of the time, implementation of a 32 bit system call id pisout casting pointers and to call the 64
version of the system call. An example of such a situationbgafound in

src/ sys/ conpat/ net bsd32/ net bsd32_ti me. c:net bsd32_ti mer_del et e. Provided that the 32
bit system call argument structure pointer is calleg, and the 64 bit one is callad, then helper
macros calledNETBSD32T064_UAP, NETBSD32TOP_UAP, NETBSD32TOX_UAP, and
NETBSD32TOX64_UAP can be used. Sourcessnc/ sys/ conpat / net bsd32 provide multiple
examples.
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3.3 Processes and threads creation

3.3.1fork, clone, and pt hread_cr eat e usage

XXX write me

3.3.2 Overview of fork code path

XXX write me

3.3.3 Overview of pt hread_cr eat e code path

XXX write me

3.4 Processes and threads termination

3.4.1exit,and pt hread_exit usage

XXX write me

3.4.2 Overview of exit code path

XXX write me

3.4.3 Overview of pt hread_exit code path

XXX write me

3.5 Signal delivery

3.5.1 Deciding what to do with a signal

XXX write me

3.5.2 The sendsi g function

For each kernel ABI, struct emul defines a machine-depen@eintsi g function, which is responsible
for altering the process user context so that it calls a sigaad|er.
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sendsi g builds a stack frame containing the CPU registers beforsitreal handler invocation. The
CPU registers are altered so that on return to userlandytioegs executes the signal handler and have
the stack pointer set to the new stack frame.

If requested a$i gact i on call time,sendsi g will also add a struct siginfo to the stack frame.

Last but not leasendsi g may copy a small assembly code involved in signal cleanugiwik called
the signal trampoline. This is detailed in the next sectidote that that modern NetBSD native programs
do not use that feature anymore: it is only used for older og, and other OSes emulation.

3.5.3 Cleaning up state after signal handler execution

Once the signal handler returns, the kernel must destraogidimal handler context and restore the
previous process state. This can be achieved by two ways.

First method, using the kernel-provided signal trampolseadsi g have copied the signal trampoline
on the stack and has prepared the stack and/or CPU registiratshe signal handler returns to the
signal trampoline. The job of the signal trampoline is td tteé si gr et ur n or theset cont ext system
calls, handling a pointer to the CPU registers saved on sTdtk restores the CPU registers to their
values before the signal handler invocation, and next thegotocess will return to userland, it will
resume its execution where it stopped.

The native signal trampoline for i386 is calledgcode and can be found in
src/sys/arch/i 386/i 386/ 1 ocore. S. Each emulated ABI has its own signal trampoline, which can
be quite close to the native one, except usually fosthgr et ur n system call number.

The second method is to use a signal trampoline providedlbyTihis is how modern NetBSD native
programs do. At the time the gact i on system call is invoked, the libc stub handle a pointer to aadig
trampoline in libc, which is in charge of callirget cont ext .

sendsi g will use that pointer as the return address for the signatileanThis method is better than the
previous one, because it removes the need for an executabkepmge where the signal trampoline is
stored. The trampoline is now stored in the code segmenboffior instance, for i386, the signal
trampoline is named_si gt ranp_si gi nf o_2 and can be found in
src/lib/libc/arch/i386/sys/__sigtranp2.S.

3.6 Thread scheduling

3.6.1 Overview

NetBSD 5.0 introduced a new scheduling API that allows ffedént scheduling algorithms to be
implemented and selected at compile-time. There are diyrevo different scheduling algorithms
available: The traditional 4.4BSD-based scheduler anditie modern M2 scheduler.

NetBSD supports the three scheduling policies required®$IKX in order to support the POSIX
real-time scheduling extensions:

« SCHED_OTHER: Time sharing (TS), the default on NetBSD
« SCHED_FIFO: First in, first out

56



Chapter 3 Processes and threads

« SCHED_RR: Round-robin

SCHED_FIFO and SCHED_RR are predefined scheduling palieiaging SCHED_OTHER as an
implementation-specific policy.

Currently, there are 224 different priority levels with 6ditg available for the user level. Scheduling
priorities are organized within the following classes:

Table 3-4. Scheduling priorities

Class Range # Levels Description
Kernel (RT) 192..223 32 Software interrupts.
User (RT) 128..191 64 Real-time user threads

(SCHED_FIFO and
SCHED_RR policies).
Kernel threads 96..127 32 Internal kernel threads|
(kthread$, used by 1/0,
VM and other kernel
subsystems.

Kernel 64..95 32 Kernel priority for user
processes/threads,
temporarily assigned
when entering
kernel-space and
blocking.

User (TS) 0..63 64 Time-sharing range,
user processes and
threads (SCHED_RR

policy)

Threads running with the SCHED_FIFO policy have a fixed jiior.e. the kernel does not change their
priority dynamically. A SCHED_FIFO thread runs until

. completion
- voluntary yielding the CPU
- blocking on an I/O operation or other resources (memorycation, locks)

- preemption by a higher priority real-time thread

SCHED_RR works similar to SCHED_FIFO, except that suchdtisehave a default time-slice of
100ms.

For the SCHED_OTHER policy, both schedulers currently hisesame run queue implementation,
employing multi-level feedback queues. By dynamicallyuating a thread’s priority to reflect its CPU
and resource utilization, this approach allows the systehetresponsive even under heavy loads.
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Each runnable thread is placed on one of the runqueues diegdo its priority. Each thread is allowed

to run on the CPU for a certain amount of time, its time-slicguantum. Once the thread has used up its
time-slice, it is placed on the back on its runqueue. Wherstheduler searches for a new thread to run
on the CPU, the first thread of the highest priority, non-gmphqueue is selected.

3.6.1.1 The 4.4BSD Scheduler

The 4.4BSD scheduler adjusts a thread’s priority dynanyieal it accumulates CPU-time. CPU
utilization is incremented ihar dcl ock each time the system clock ticks and the thread is found to be
executing. An estimate of a thread’s recent CPU utilizaigostored in _est cpu, which is adjusted

once per second isichedcpu via a digital decay filter. Whenever a thread accumulatestfoks in its
CPU utilization,schedcl ock invokesr eset pri ori t y to recalculate the process’s scheduling priority.

3.6.1.2 The M2 scheduler

The M2 scheduler employs a traditional time-sharing apghia@milar to Unix System V Release 4 and
Solaris.

3.6.2 References

The common scheduler API is implemented within thedile/ sys/ ker n/ ker n_synch. c. Additional
information can be found in ¢csf(9). Generic run-queuesmapemented in

src/ sys/ kern/ ker n_rung. c. Detailed information about the 4.4BSD scheduler is given i
[McKusick]. A description of the SVR4 scheduler is providadGoodheart].
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This chapter describes code modules related to core ndtvgoitkbegins with a discussion on core
networking components: the routing code, sockets and mhfiisr this attention is given to the TCP/IP
suite. Information on services provided by the networkitagk, including various pseudo devices, can
be found from the chapter aretworking services

This chapter describes only the involved interfaces anceiarto give an overview for people wishing
to work with the code. A line-by-line discussion on most paftthe networking subsystem can be found
from TCP/lllustrated, Vol2. It is still mostly accurate 8eedays, and this chapter does not attempt to
rewrite what was already written.

4.1 Routing

The routing code controls the flow of all packets within thewmking subsystem. It makes the decision
of where a packet with a given destination address shouléittengxt. The current routing table can be
dumped using the commametstat -r; going over the normal table contents may be beneficial for th
following discussion.

For example, in TCP/IP networking the routing module fomgthe packets to the correct addresses and
is involved in choosing the network interface through whicé packets should go. The decision whether
to send to an intermediate gateway or directly to the tamgetade here. And, finally, link layer lookups
are done, which in the case of Ethernet and IPv4 would be ARP.

One important concept in the routing subsystem is cloninge® These routes are "cloned" to create a
more specific route each time they are resolved; copy-othiféanakes any sense. A natural example is
an interface route to the local Ethernet. Any packet sewtutin this link will get a cloned route entry for
ARP resolution. This enables the caching of ARP responsi®utiadding any explicit support for it on
the routing layer.

The routing code can be thought to consist of three sepanétes. An overview will be given now and
a more dedicated discussion can be found later.

- The routing database backend is implementatkiry r adi x. c. As hinted by the name, the internal
structure is a radix tree.

- The route query and control interface is locatedén/ r out e. c. This module is accessed from
within the kernel and parameters are passed mainly usingfithet route and the struct rtentry
structures.

- The routing socket interface is locatedniet / rt sock. c. It is used to control the routing table entries
from userspace and is accessed by opening a socket in tleprramily PF_ ROUTE.
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It is good to keep in mind that routing control messages cameceither from a process in the operating
system (user runninfgbin/route, gated etc.) or from the network (e.g. ICMP). This explains why
internally some portions are controlled and parametersguhgsing a fashion similar to what the routing
socket uses.

4.1.1 Network Routing DB Backend

This section describes the interface to the radix tree mgutatabase. The actual internal operation of the
radix code is beyond the scope of this document and can bel féamexample, in TCP/IP lllustrated

\Vol2. Much of the complexity of this module is due to its asgpion to be as generic as possible and
adaptable to any networking domain.

A radix tree is accessed mostly through the member functiossuct radix_node_head (but there are
some exceptions). These function pointers are initialeféel a radix tree is created withn_i ni t head
called from each networking domain’s initialization ragi The head is then stored in the global array
rt _t abl es using the domain type as the indexing value.

As arguments the radix tree functions take void *'s, whicinpto a struct sockaddr type of data
structure. But since the radix tree layer treats the argtsreenopaque data and a struct sockaddr
contains header data (such as the sockaddr fasmily ani | y or, specific to IP, the potti n_port)

before the actual network address, each networking dorpaicifies a bit offset where the network
address is located. This offset is given in struct domaidday r t of f set and used when testing against
the supplied void *'s. Additionally, the radix tree expetadind the length of the structure underlying
the void * at the first byte of the provided argument. This aistches the (BSD) struct sockaddr layout.

Most of the interface methods are located in the struct ratikle _head accessible through t abl es.
Theoretically the jump through the function pointer hoopnsecessary, since the pointers are initialized
to the same values for all treesrint / r adi x. c. Not all of the members of the structure are ever used
and only the ones used are described here. Included in toeutem are also the ones not provided
through function pointers, but accessed directly. Theybmdifferentiated by looking at the function
prefix: ones inside radix_node_head start with rnh, whiteally accessed ones start with rn.

Table 4-1. struct radix_node_head interfaces

name description

rnh_addaddr Adds an entry with the given address and netmask to the dagtaba
The storage space for the database structures is providibe by
caller as an argument (usually these are part of structyteas we
will see later). The route target is already prefilled inte #orage
space by the caller.

rnh_deladdr Removes an address with a matching netmask from the givén rad
database.
rnh_matchaddr Locate the entry in the database which provides the bestnfiaitc

the given address. "Best match" is defined as the match héwing
longest prefix of 1-bits in the netmask.

rnh_lookup Locate the most exact entry in the database for the givereaddr
with the netmask of the entry matching the argument given.
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name

description

rnh_walktree

Walks the database calling the provided function for eac¢tyenhis
is useful e.g. for dumping the entire routing table or flughioutes
cloned from a certain parent entry.

rn_search Returns the leaf node found at the end of the bit compariSdis.
is either a match or the leaf in the the tree that should bettarited
to find a match.

rn_refines Compares two netmasks and checks which one has more bite g
which one is "more exact".

rn_addmask Enters the supplied netmask into the netmask tree.

4.1.2 Routing Interface

g

et,

The route interface implementedret / r out e. c is used by the kernel proper when it requires routing
services to discover where a packet should be sent to.

The argument passing to this modules revolves around, iti@altb struct sockaddr and the radix
structures mentioned in the previous chapter, two strastwgtruct route and struct rtentry.

The structure struct route contains a struct rtentry intamitto a struct sockaddr signalling the
destination address for the route. The destination is qdeddrom the routing information so that
multiple destinations could share the same route strugatuirg outgoing connections routed to the
gateway, for example.

The routing information itself is contained in struct rigndefined innet / r out e. h. It consists of the

following fields:

Table 4-2. struct rtentry members

type name description

struct radix_node |rt _nodes radix tree glue

(2]

struct sockaddr * |rt_gat enay gateway address

int rt_flags flags

u_long rt_use number of times the route was used

struct ifnet * rt_ifp pointer to the interface structure of the route target

struct ifaddr * rt_ifa Pointer to the interface address of the route target. The
sockaddr behind this pointer can be for example of type
struct sockaddr_in or struct sockaddr_dl.

const struct rt_genmask Cloning mask for struct sockaddr.

sockaddr *

caddr_t rt_Ilinfo Link level structure pointer. For example, this will poiot t

struct llinfo_arp for Ethernet.
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type name description
struct rt_metrics |rt_rnx The route metrics used by routing protocols. This includes
information such as the path MTU and estimated RTT and

RTT variance.

struct rtentry * rt_gw oute In the case of a gateway route, this contains (after it is
resolved) the route to the gateway. For example, on

IP/Ethernet, the route containing the gateway IP address|wi
have a pointer to the gateway MAC address route here.

LIST_HEAD(, rt_tinmer Misc. timers associated with a route. This queue is accegsed

rttimer) through the t _t i ner * family of functions declared in
net/route. h.

struct rtentry * rt_parent The parent of a cloned route. This is used for cleanup when

the parent route is removed.

Routes can be queried through two different interfaces:

void rtalloc(struct route *ro);
struct rtentry *rtallocl(const struct sockaddr *dst, int report);

The difference is that the former is a convenience functibictvskips the routing lookup in case the
rtentry contained within struct route already containswtedhat is up. As an example, struct route is
included in struct inpcb to act as a route cache. It helpsaisibefor TCP connections, where the
endpoint does not change and therefore the route remaigaihe.

The latter is used to lookup information from the routingatetse. Theeport parameter is overloaded
to control two operations: whether to create a routing sbiclessage in case there is no route available
and whether to clone a route in case the resolved route imiinglooute (quite clearly both of these
conditions cannot be true during the same lookup, so themoggibility for ambiguity is for the
programmers).

After routing information (struct rtentry) is no longer e, the routing entry is to be released using
rt free. This takes care of appropriate reference counting andslg the underlying data structures.
Notice that this does not delete a routing table entry, italyeneleases a route entry created from a
routing table entry.

4.1.3 Routing Sockets

Routing sockets are used for controlling the routing table routing socket kernel portion is
implemented in the fil@et / r t sock. c.

While in BSD systems the routing code is within the kerned, decisions on the routing table entries are
controlled from outside, usually from a userspace routiagrdon. The routing socket (simply a socket
of type PF_ROUTE) enables the communication between theamskkernel portions. For simpler
systems, such as normal desktop machines with essentiallyefault gateway address being the only
routing information, the routing socket is used to set thewyay address. Smart routers will use this
interface for programs such esuted.
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The routing socket acts like any other socket: it is posgiblerite to it or read from it. Writing (from the
userland perspective) is handledrdxyut e_out put , while data is transferred to userspace using the
raw_i nput call giving raw data and the routing socket addressing iflerg as the parameters.

The data passed through the routing socket is describedtbyciuse called struct rt_msghdr, which is
declared imet / r out e. h. The message type field in the header identifies the type witsdaking
place, e.g. RTM_ADD means adding a new route and RTM_REDIRBE@ans redirecting an existing
route. In the latter case, the input comes from the netwaykie the form of an ICMP packet.

The addresses involved with the routing messages are lthinddesomewhat non-obvious way within
the filenet / rt sock. c. They are passed as binary data in the message, read intwtstrcalled struct
rt_addrinfo, and used like local variables throughout tleelfecause of preprocessor magic such as the
following:

#defi ne dst info.rti_info[ RTAX_DST]

To be compatible with the routing socket and its propagaifanformation, networking subsystems
should support thet r equest interface. It is called through the _rtrequest member in struct
ifaddr. Examples includer p_r t r equest for Ethernetinterfaces and c_rt r equest in the OSI ISO
stack. Rtrequest methods handle the same requests as wicatamunicated via the routing socket
(RTM_ADD, RTM_DELETE, ...), but the actual routing socke¢ssage layout is handled within the
routing socket code.

4.2 Sockets

The Berkeley abstraction for a communication endpoint ieda socket. From the userspace
perspective, the handle to a socket is an integer, no différem any other descriptor. There are
differences, such as support for interface calls resermgdfor sockets get sockopt , set sockopt
etc.), but on the basic level, the interface is the same.

However, under the hood things diverge quickly. The intefgescriptor value is used to lookup the kernel
internal file descriptor structure, struct file, as usuateAthis the socket data structure, struct socket is
found from the pointef _dat a in struct file.

When discussing sockets it is important to remember thgtweze designed as an abstraction to the
underlying protocol layers.

4.2.1 Socket Data Structure

Inside the kernel, a socket’s information is contained imigtruct socket. This structure is not defined in
sys/ socket . h, which mostly deals with the user-kernel interface, buteainsys/ socket var . h.

Table 4-3. struct socket members

type name description

short so_type The generic socket type. Well-known examples are
SOCK_STREAM and SOCK_DGRAM
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type name description

short so_options socket options. Most of these, such as SO_REUSEADDR,
can be set usinget sockopt . Others, such as
SO_ACCEPTCONN as set using other methods (in this case
callingl i st en)

short so_l i nger Time the socket lingers on after being closed. Used if
SO_LINGER is set. An example user is TCP.

short so_state internal socket state flags controlled by the kernel. Some
however, are indirectly settable by userspace, for example
SS_ASYNC to deliver async I/O natifications.

const struct so_proto socket protocol handle. This is used to attach the socket to a

protosw * certain protocol, for example IP/UDP. The socket protocal
requests, such as PRU_USRREQ used for sending packets,
are accessed through this member. See also
section on socket protocol support

short so_timeo connection timeout, not used except as a wakeup() addygss(?

u_short so_error an error value. This field is used to store error values that
should be returned to socket routine callers once they are
executed/scheduled.

pid_t so_pgi d the pgid use to identify the target for socket-related digna
delivery.

u_long so_oobmar k counter to the oob mark

struct sockbuf so_snd, so_rcv | Socket send and receive buffers, seetion on socket buffers
for further information.

void (*so_upcall) |so_upcal | In-kernel upcall to make when a socket wakeup occurs. The

the

caddr_t

so_upcal l arg

argument to be passed_upcal | .

int (*so_send)

so_send

socket receive method. This is always currenthgend
(which eventually leads teo_pr ot o's PR_USRREQ), but
might change in the future.

int (*so_receive)

so_receive

socket receive method. Same holds asstorsend.

struct mowner *

So_nowner

owner of the mbuf’s for the socket, used to track mbufs o
than socket buffer mbufs. This can be used to debug mbd
leaks. Available only when the kernel is compiled with
options MBUFTRACE.

her

=+

struct uidinfo *

so_uidinfo

socket owner information. This is currently used to limit
socket buffer size.

Additionally,so_head, so_onqg, so_q0,so_q,so_ge,so_ql enandso_qgl i m t are use to queue and
control incoming partial connections and handle aborts.
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4.2 .2 Socket Buffers

The socket buffer plays a critical role in the operation @& tietworking subsystem. It is used to buffer
incoming data before it is read by the application and ougoliata before it can be sent to the network.
As noted above, a struct socket contains two socket buffersfor each direction. A socket buffer is
described by struct sockbuf #ys/ socket var . h.

Table 4-4. struct sockbuf members

type name description

struct selinfo sh_sel Contains the information on which process (if any) wants|to
know about changes in the socket, for exangalel called
with POLLOUT on the socket.

struct mowner* | sb_nowner Used to track owners of the socket buffer mbufs, tracking
enabled by options MBUFTRACE.

u_long sh_cc counter for octets in the buffer.

u_long sb_hi wat high water mark for the socket buffer

u_long sb_nbcnt bytes allocated as mbuf memory in the socket buffer. This is
the sum of regular mbufs and mbuf externals.

u_long sb_nbmax maximum amount of mbuf memory that is allowed to be

allocated for the socket buffer.

U

long sb_| owat low watermark for socket buffer. Writing is disallowed usd
there is more than the low watermark space in the socket and
conversely reading is disallowed, if there is less data thar

low watermark.
struct mbuf * sb_nb, mbuf chains associated with the socket buffer
sb_nbtail,
sb_l astrecord
int sb_fl ags flags for the socket buffer, such as locking and async 1/0
information
int sbh_timeo time to wait for send space or receivable data.
u_long sb_overfl owed |statistics ontimes we had to drop data due to the socket
buffer being full.

Socket buffers are manipulated by #ex family of functions. Examples includsbhappend, which
appends data to the socket buffer (it assumes that relepacé £hecks have been made prior to calling
it) andsbdr op, which is used to remove packets from the front of a sockdebglieue. The latter is
used also by e.g. TCP for removing ACKed data from the seni@b(recall that "original” TCP requires
to ACK data in-order).

4.2.3 Socket Creation

A socket is created by making the system saltket , which is handled inside the kernel by
sys__socket 30 inkern/ ui pc_syscal I s. ¢ (sys_socket is reserved for compat30 ABI). First, a
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file descriptor structure is allocated for the socket usidgl | oc. Then, the socket structure itself is
created and initialized inocr eat e in ker n/ ui pc_socket . c.

socr eat e reserves memory for the socket data structure from a poaétnalizes the members that
were discussed in the secti®ocket Data Structurdt also calls the socket’s protocofs _usrreq
method with the PRU_ATTACH argument. This allows to do pootespecific initialization, such as
reserve memory for protocol control blocks.

4.2.4 Socket Operation

Sockets are handled through #he- family if functions. Some of them map directly to system sadluch
assobi nd andsoconnect , while others, such asof r ee are meant for kernel internal consumption.

Socket control routines take data arguments in the formefriemory buffers (mbufs) used in the
networking stack. The callers of these functions must bpares to handle mbufs, although usually this
can arranged for with a calls tmckar gs. It should be noted, that the comment above the functiorstake
an attitude towards this behaviour:

| *

* XXX In a perfect world, we wouldn’t pass around socket control
* XXX arguments in nmbufs, and this could go away.

*/

Note: In case a perfect world is some day being planned, ttmashould also be contacted, since he
can contribute a whole lot of ideas for that goal.

The critical socket routines asmsend andsor ecei ve. These are used for transmitting and receiving
network data. They make sure that the socket is in the castate for data transfer, handle buffering
issues and call the socket protocol methods for doing datesac They are, as mentioned above in the
socket member discussion, not called directly but ratheutiph theso_send andso_r ecei ve
members.

4.2.5 Socket Destruction

Sockets are destroyed once they are no longer useful. Tanis when their reference count in the file
descriptor table drops to zero. The socket is first discaoteded it was connected at all. Then, if the
socket option SO_LINGER was set, the socket lingers arouatitlaither the timer expires or the
connection is closed. After this the socket is detached ftsmssociated protocol and finally freed.

4.2.6 Protocol Support

Each protocol (e.g. TCP/IP or UDP/IP) has operations whagetid on its functionality. These are
controlled through theo_pr ot o member in struct socket. While the member provides mangmifft
interfaces, the socket is interested in two: ct | out put , which is used for control output and
pr_usrreq, which is used for user requests. Additionally, the sockeleds interested in the flags set for
the protocol pointed to byo_pr ot 0. These flags are definedsiys/ pr ot osw. h, but examples include
PR_CONNREQUIRED and PR_LISTEN, both of which the TCP protsets but UDP sets neither.
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Control output is used to set or get parameters specific tpribtecol. These are called from the kernel
implementations ofet sockopt andget sockopt . If the level parameter for the calls is set
appropriately, the calls will trickle to the correct layerd. TCP or IP) before taking action. For instance,
t cp_ct |l out put checks if the request is for itself and proceeds to queryRhayer if it discovers that
the call should be passed down.

The user request method handles multiple types of diffesniests coming from the user. A complete
list is defined insys/ pr ot osw. h, but examples include PRU_BIND for binding the protocolto a
address (e.g. making data received at an address:port Ubé&cpapted), PRU_CONNECT for initiating
a protocol level connect (e.g. TCP handshake) and PRU_SBN&hding data.

4.3 mbufs

The data structure used to pass data around in the netwaridegis known as an mbuf. An mbuf is
described by struct mbuf, which is definedsips/ nbuf . h. However, it is not defined in the regular
fashion, but rather through the macro MBUF_DEFINE. To ustierd the need for this trickery, we need
to first look at the structure of an mbuf.

To accommaodate for the needs of networking subsystem, afimaleds to provide cheap operations for
prepending headers and stripping them off. Therefore arf mistructured as a list of constant-size
struct mbufs, of which each consist of a structure headeoatidnal secondary headers or data.

this is mostly TODO, still

4.4 1P layer
TODO

4.5 UDP
TODO

4.6 TCP
TODO
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Services built on top of the core networking functionalitg described here. They include, for example,
the IEEE 802.11 subsystem and the ISDN subsystem. Addiljpnatworking pseudo devices and their
operation is described.

5.1 |IEEE 802.11

The net80211 layer provides functionality required by Veiss cards. It is located under

sys/ net 80211. The code is meant to be shared between FreeBSD and NetBSbeartbre
NetBSD-specific bits should be attempted to be kept in thecedilei eee80211_net bsd. ¢ (likewise,
there isi eee80211_freebsd. ¢ in FreeBSD).

The ieee80211 interfaces are documented in Chapter 9 ofét®3D manual pages. This document
does not attempt to duplicate information already ava@diére.

The responsibilities of the net80211 layer are the follayvin

« MAC address based access control
.« crypto

« input and output frame handling

- node management

- radiotap framework for bpf/tcpdump
- rate adaption

- supplementary routines such a kernel diagnostic outpuatjersion functions and resource
management

The ieee80211 layer positions itself logically betweendbeice driver and the ethernet module,
although for transmission it is called indirectly by the ewdriver instead of control passing straight
through it. For input, the ieee80211 layer receives padkeis the device driver, strips any information
useful only to wireless devices and in case of data payloackgds to hand the Ethernet frame up to
et her _i nput .

5.1.1 Device Management

The way to describe an ieee80211 device to the ieee8021disaly using a struct ieee80211com,
declared irsys/ net 80211/ i eee80211_var . h. It is used to register a device to the ieee80211 from
the device driver by callingeee80211_i f at t ach. Fields to be filled out by the caller include the
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underlying struct ifnet pointer, function callbacks andide capability flags. If a device is detached, the
ieee80211 layer can be notified with the ¢alee80211 i f det ach.

5.1.2 Nodes

A node represents another entity in the wireless netwoik.usually a base station when operating in
BSS mode, but can also represent entities in an ad-hoc rletiarode is described by struct
ieee80211 node, declaredsins/ net 80211/ i eee80211_node. h. Examples of fields contained in the
structure include the node unicast encryption key, cutransmit power, the negotiated rate set and
various statistics.

A list of all the nodes seen by a certain device is kept in thecsieee80211com instance in the field

i c_st a and can be manipulated with the helper functions provided in

sys/ net 80211/ i eee80211_node. c. The functions include, for example, methods to scan foespd
iterate through the nodelist and functionality for maintag the network structure.

5.1.3 Crypto Support

Crypto support enables the encryption and decryption ofifteork frames. It provides a framework for
multiple encryption methods such as WEP and null cryptop€rkeys are mostly managed through the
ioctl interface and inside the ieee80211 layer, and the tmlg drivers need to worry about them is in
the send routine when they must test for an encapsulatiairesgent and call

i eee80211_crypt o_encap if necessary.

5.2 ISDN

The ISDN kernel subsystem found under the directyry/ net i sdn was originally developed as a
separate package called ISDN4BSD. It was integrated intBS[2 for the NetBSD 1.6 release and
some minor architectural changes were made.

The entire subsystem consists both of a kernel part and apeszsr partiédnd being the main element)
with much of the operating logic spread between them. Conication is accomplished through various
device nodeg,dev/ i sdn+, but the control state is somewhat spread between botleparti

The netisdn architecture is usually described as four fayer

1. Layer 1 consists of the physical ISDN card hardware. Fioersbftware perspective, support means
a device driver.

2. Layer 2 implements the Link Access Protocol Channel D (DA\Rvhich is the link layer protocol
used in ISDN. The protocol used here is described by ITU-Tudwnt series Q.92x.

3. Layer 3 is the networking layer of ISDN, which takes carealf setup and termination. It is
described by the ITU-T series Q.93x.

4. Layer 4 abstracts the interface to the protocol stack.
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The ISDN system can accommodate both "passive" and "adtauglware. The difference between these
two is that "active" cards implement the ISDN protocols ahgin their firmware. Therefore they do not
need the software implementation of layers 2 and 3 providqzha of netisdn.

Since layers 2 and 3 are well stabilized and the probabifityawing to deal with them is quite low, only
the device driver interface and layer 4 are discussed here.

Finally, some general terminology is described:

Table 5-1. netisdn terminology

name description

controller An ISDN card. The identifier is a number opaqye
outside the subsystem and is received at the time
of attaching the device driver to the ISDN
subsystem.

channel The ISDN B channel identifier. These are
numbered in the controller’s local space, i.e. every
controller has a channel 1 (known as CHAN_B1)

CDID Call Descriptor ID. This is an opaque, unique
identifier for a call.

5.2.1 Layer 1: Device Drivers

A device driver must register itself for the netisdn codeundtion. This is done by calling

i sdn_attach_i sdni f and by specifying the callback interface struct, struchid@_driver_functions,
filled with the appropriate driver callbacks as a paramé@teis call also informs the isdn subsystem is
card a basic rate card (2 B channels) or primary rate card (@@Bnels). After this, if applicable (i.e. a
passive card), Layer 2 must be notified of a card attachmeoalingi sdn_I ayer 2_st at us_i nd.
Finally, the subsystem must be notified that the card is réadyction by calling sdn_i sdni f _r eady.

Cards supporting the ISDN CAPI should not attach using tlew@imethod. Instead, they should hook to
the CAPI layer. This is done by filling out the link structugpé softc_t and callingapi _| | _at t ach.
Currently, detaching a CAPI card is not possible, sitagi _| | _det ach detach is not implemented.

5.2.2 Layer 4: User Interface

Interaction from userspace with the subsystem is done gifir@ctl’'s. The actual implementations are
spread over several files, depending on the part of the signsys interface with.

5.2.2.1 14B driver

The device nodédev/ i sdn used by the ISDN userspace p@tnd is backed by the kernel
implementation irsys/ net i sdn/i 4b_i 4bdrv. c. The ioctl handler is the functionsdni oct | . The
type of structure passed as the ioctl argument depends doctheommand issued, and, for example, is
msg_connect_req_t for thednd issued dialout request 14B_CONNECT_REQ. The messages
exchanged between the kernel asdhdn are documented on the isdnd(8) manual page.
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5.2.2.2 ISDN Telephony

The telephony driver is used for audio calls. It consistswaf different device nodes:

/dev/isdntel [n] and/ dev/i sdntel d[ n] used as the telephony device and the telephony dialout
device, respectively. Requests are handled/isy net i sdn/ i 4b_t el . c in the function

i sdnt el i oct | . Further documentation is available from the isdntel(8) mdntel(4) manual pages.

5.3 IPSec

IPSec is collection of security-related protocols: Autfieation Header (AH) and Encapsulated Security
Payload (ESP). This section, however, is TODO.

5.4 Networking pseudo-devices

A networking pseudo-device does not have a physical hasle@nponent backing the device. Pseudo
devices can be roughly divided into two different categarpseudo-devices which behave like an
interface and devices which are controlled through a devicke. An interface built on top of a
pseudo-device acts completely the same as an interfacéaritiware backing the interface.

Since there is no backing hardware involved, most of thetsefates can be generated and destroyed
dynamically at runtime. Interfaces that can dynamicallialecate themselves known as cloning
interfaces. They are created and destroyed byftioafig tool by usingifconfig createandifconfig
destroy, respectively. Additionally, the interface names avddédbr cloning can be requested by
ifconfig -C.

The list of networking pseudo-devices with short desavisiis presented below.

Table 5-2. Available networking pseudo-devices

name description

bpfilter Berkeley Packet filter, bpf(4). Can be used to
capture network traffic matching certain pattens.

ipfilter IP Filter Firewall, ipf(4). Used to filter IP traffic.

loop The loopback network device, lo(4). All output i$
directed as input for the loopback interface.

ppp Point-to-Point Protocol, ppp(4). This interface
allows to create point-to-point network links.

pppoe Point-to-Point Protocol Over Ethernet, pppoe(4).
Encapsulates PPP inside Ethernet frames.

sl Serial Line IP, sl(4). Used to transport IP over a
serial connection.

strip STarmode Radio IP, strip(4). Similar to SLIP,

except uses the STRIP protocol instead of SLIR.
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name description

tap A virtual ethernet device, tap(4). The tap[n]
interface is attached to /dev/tap[n]. I/0 on the
device node maps to Ethernet traffic on the
interface and vice versa.

tun Tunneling network device, tun(4). Similar to tap
except that the packets handled are network layer
packets instead of Ethernet frames.

gre Encapsulating network device, gre(4). The gre
device can encapsulate datagrams into IP pacKets
in multiple formats, e.g. IP protocols 47 and 55,
and tunnels the packets over an IP network.

gif the generic tunneling interface, gif(4). gif can
encapsulate and tunnel IPv{4,6} over IPv{4,6}.
faith IPv6-to-IPv4 TCP relay interface, faith(4). Can

use used, in conjunction witlaithd, to relay
TCPv6 traffic to IPv4 addresses.

stf Six To Four tunneling interface, stf(4). Tunnels
IPv6 over IPv4, RFC3056.
vlan IEEE 802.1Q Virtual LAN, vlan(4). Supports

Virtual LAN interfaces which can be attached to
physical interfaces and then be used to send virtual
lan tagged traffic.

bridge Bridging device, bridge(4). The bridging devicel|is
used to attach IEEE 802 networks together on the
link layer.

pf Packet Filter, pf(4). The packet filter is a traffic
filter.

5.4.1 Cloning devices

In the distant past, the number of pseudo-device instamcesth device type was hardcoded into the
kernel configuration and fixed at compile-time. This, while fastest method for implementation, was
wasteful because it allocated resources based on a codgglsion and limiting because it required
recompilation when wanting to use the n+1'th device. Clgrdevices allow resource allocation and
resource release dynamically at runtime.

This discussion will concentrate on cloning interfaces,éloners which are created usifgpnfig.

Most of the work behind in cloning in interface is handled @amamon code imet /i f. ¢ in the

i f _cl one family of functions. Cloning interfaces are registered decegistered using

i f_clone_attachandif_cl one_det ach, respectively. These calls are usually made in the
pseudo-device attach and detach routines. Both functalesas an argument a pointer to the if_clone
structure, which identifies the cloning interface.

struct if_clone is initialized by using the IF_CLONE_INIALIZER macro:
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struct if_clone cloner =
I F_CLONE_I NI TI ALI ZER( " cl oner nane", cl oner_create, cloner_destroy);

The parametersl oner _cr eat e andcl oner _dest r oy are pointers to functions to be called from the
common code. Create is responsible for allocating reseucd attaching the interface to the rest of the
framework while destroy is responsible for the oppositec@frse, destroy must preserve normal system
semantics and not remove resources which are still in uge.ig relevant with for example the tun
device, where users open theev/ t un[ n] when using tun interface n.

A create or destroy operation coming from userspace passagghsys_i oct | andsoo_i oct | before
landing ati fi oct | . The correct struct if_clone is found by searching the naofigise attached cloners,
i.e. doing string comparison. After this the function peirstin the structure are used.

5.4.2 Pseudo Interface Operation

The operation and attachment to the rest of the operatirigrayisernel for a pseudo device depend
greatly on the device’s functionality. The following arens® examples:

« The vlan interface is always attached to a parent device wherational. It sends packets by vlan
encapsulating them and enqueueing them onto the parewcedeatket send queue. It receives packets
fromet her _i nput , removes the vlan encapsulation and passes it back to thetpaterface’s
i f_i nput routine.

- The gif interface registers itself as an interface to thevoeting stack by usingf _attach and
gi f _out put as the output routine. This output routine is then callechftbe network layer output
routine,i p_out put and the output routine eventually callls_out put again once the packet has
been encapsulated. Input is handled bygi f _i nput , which is called via the struct protosw input
routine from the encapsulated packet input function.

- The tap interface registers itself as a network interfagegus _at t ach. When a packet is sent
through it, it notifies the device node listener or, if copesding device is not open, simply drops all
packets. When a packet is written to the device node, it g@sted into the networking stack through
thei f _i nput routine in the associated struct ifnet.

5.5 Packet Filters

In principle there are three pseudo devices involved wittkpgfiltering. Out of these ipfilter and pf are
involved in filtering network traffic and bpf is an interfacedapture and access raw network traffic. All
will be discussed briefly from the point of view of their attasent to rest of the kernel; the packet
inspection and modification engines they implement are héyioe scope of this document.

Out of these ipfilter and pf are implemented uspfid) hooks, while bpf is implemented as a tap in all the
network drivers.
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5.5.1 Packet Filter Interface

pfil is a purely in-kernel interface to support packet filbgrhooks. Packet filters can register hooks
which should be called when packet processing taken plades essence pfil is a list of callbacks for
certain events. In addition to being able to register a fitteincoming and outgoing packets, pfil
provides support for interface attach/detach and addtessye notifications. pfil is described on the
pfil(9) manual page and is used by IP Filter and Packet Fifigrt¢ hook to the packet stream for
implementing firewalls and NAT.

5.5.2 IPFilter

IP Filter, found insys/ di st /i pf/ neti net, is a multiplatform packet filtering device useful for
creating a firewall and Network Address Translation (NATpe@ation is controlled through device
nodes with userland tools. IP Filter is documented on mieltiifferent manual pages: ipf(4), ipl(4),
ipnat(4), ipf(5) and ipnat(5) are good starting points.

IP Filter is attached to the system by enabling it with the owand line toolpf -E . This causes the ioctl
SIOCFRENB to be executed and functiopl at t ach to be calledi pl at t ach calls pfil routines to
establish a packet filter hook to check for packet delivehe Ppacket filter hooks catch both incoming
and outgoing packets and call the IP Filter roufine check, which, through various subroutine calls,
decides if the packet should be let in or out and applies sacgaddress translations for NAT.
Detachment is performed by removing the registered pfil Bdolstop packet delivery to IP Filter.

5.5.3 pf

pf, found insys/ di st/ pf/ net, provides roughly the same functionality as ipfilter. It®magion is also
very similar. Some relevant manual pages describing pfi#4e,pf.conf(5) and pfctl(8).

pf is started using the togifctl, which issues a DIOCSTART ioctl. This causes pf to call

pf _pfil _attach, which runs the necessary pfil attachment routines. Thedetynes after this are

pf _test andpf _t est 6, which are called for IPv4 and IPv6 packets, respectivelyest should they be
allowed to be sent/received or dropped. The packet filtekficand therefore the whole of pf, are
disabled with the DIOCSTOP ioctl, usually issued wyfiet! .

5.5.4 Berkeley Packet Filter

The Berkeley Packet Filter (bpf$ys/ net / bpf . c) provides link layer access to data available on the
network through interfaces attached to the system. bpfdd by opening a device nodeajev/ bpf and
issuingi oct | ’s to control the operation of the device. A popular example ol using bpf is
tcpdump.

The devicd dev/ bpf is a cloning device, meaning it can be opened multiple tiftésin principle
similar to a cloning interface, except bpf provides no nekwoterface, only a method to open the same
device multiple times.

To capture network traffic, a bpf device must be attached tfotenface. The traffic on this interface is
then passed to bpf to evaluation. For attaching an intettaaa open bpf device, the ioctl BIOCSETIF is
used. The interface is identified by passing a struct ifrdgckvcontains the interface name in ASCII
encoding. This is used to find the interface from the kerrtdeta bpf registers itself to the interfaces
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struct ifnet fieldi f _bpf to inform the system that it is interested about traffic os fgarticular interface.
The listener can also pass a set of filtering rules to captuisecertain packets, for example ones
matching a given host and port combination.

bpf captures packets by supplying a tapping interfapé, t ap-functions, to link layer drivers and
relying on the drivers to always pass packets to it. Driversdn this request and commonly have code
which, along both the input and output paths, does:

#i f NBPFILTER > 0O
if (ifp->if_bpf)
bpf _ntap(ifp->if_bpf, nD);
#endi f

This passes the mbuf to the bpf for inspection. bpf inspéesiata and decides is anyone listening to
this particular interface is interested in it. The filterpesting the data is highly optimized to minimize
time spent inspecting each packet. If the filter matchespéuoet is copied to await being read from the
device.

The bpf tapping feature looks very much like the interfacesioled by pfil, so a valid is question is
debating the necessity of both. Even though they providéasiservices, their functionality is disjoint.
The bpf mtap wants to access packets right off the wire withay alteration and possibly copy it for
further use. Callers linking into pfil want to modify and pitg drop packets.
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Regression testing

Regression testing is an important part of software devetg. Unfortunately, NetBSD does not have a
consistent regression testing framework. Each subsysééimed its own set of tests in whichever form it
wishes to stress test itself.

This chapter provides some guidelines on how to test diftgwarts of the system, but please do keep in
mind that the whole regression testing framework ought teeptaced with something better.

XXX: This chapter is extremely incomplete. It currently ¢aims supporting documentation for
Chapter 2out nothing else.

6.1 Testing file systems

Testing file systems this is specially important becausgwwrk within kernel space; any unexpected
failure is often fatal and renders the whole system unusaélide, because there are literally hundreds of
minor details to test, none of them should suffer regression

The tests for a given file system are stored inside a directanyed after it, placed under

src/ regress/sys/ fs/.Forexample, the tmpfs test suite livessinc/ r egr ess/ sys/ fs/ t npfs/.
Generally, this directory is accompanied byekef i | e whoser egr ess targets executes all the tests
automatically.

The author of this text suggests you to add individual anépeshdent tests for each feature you want to
check, and within these, add as many subtests as you neesltieee¢hat the whole feature works. For
example, if you wanted to verify the mkdir vnode operatiomyd write at _nkdi r script that checks its
functionality through the mkdir(1) command. This scriptitsbcheck that directories can be created, that
they cannot be overwritten, that their link count is updatedectly, etc.

tmpfs comes with a good set of generic tests that can be réoisether file systems.
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